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1. Package Contents

 EnGenius TRAVEL ROUTER Ultra Portable Pocket AP
* AC Power Cord

* RJ45 Ethernet LAN Cable

* CD-ROM with User Manual and Setup Utility

. QIG

2. System Requirements

* RJ45 Ethernet Based or 3G USB Internet Connection

» Computer with Wireless Network function

* Windows, MAC OS or Linux based operating systems

* Internet Explorer or Firefox or Safari Web-BrowsSaftware




3. Introduction

TRAVEL ROUTER is the world’s smallest 11n Wireld®suter and Access Point with 3G connectivity thads superior
convenience for users who need to create a wiraketsgork to share the Internet, documents or mettiia files quickly between
computers at speeds of up to 300Mbps.

Also, you can leave the bulky power adapter belhmthe power supply unit is embedded in the degizd, can be slipped into your
pocket easily.

The TRAVEL ROUTER can be connected to the Intetietugh a DSL/Cable modem or 3G USB card at anyabla location. It
can even share the connection in your hotel's rd@RJ45 network cable is used.

To ensure your data is secure, the TRAVEL ROUTRiRpsrts WiFi Protected Setup (WPS) for simple aaslyesetup of WPA2
encryption of the wireless signal.




4. Features

* WORLD’S SMALLEST AP

Superior design to bring you the world’s smallelst AP Router for a true portable wireless solution

* INTERNAL POWER

No need to bring bulky power adapters for improspdce saving convenience.

* 3G MOBILE INTERNET SHARING

Attach a 3G USB adapter to wirelessly share youtr@€rnet connection to multiple computers.

* 3 OPERATION MODES

AP Router, Access Point and Client Bridge modedléxible usage in different scenarios.

* 802.11n COMPLIANT

Fully 802.11n standard compliant to bring you 6stéa and 3x farther wireless connections at spepds 300Mbps.

* WPS PUSH BUTTON

WiFi Protected Setup (WPS) Push Button Configurasiopport for simple and secure setup of your es®hetwork.

* BEST CHANNEL SELECTION

In places where there are many wireless netwdnksTRAVEL ROUTER will select the channel with tleast interference for maximum
reception and performance.

* MULTI-SSID

Up to 4 different wireless networks can be creatgd different security encryption methods. They exen be isolated so each wireless network
has their own access policies.

* ADVANCED FIREWALL AND ACCESS CONTROL

Dual Firewall is featured to prevent unwanted asdemn the Internet. URL, MAC and IP Filters alloa@ntrol over who can connect to your
LAN, and what Internet sites they can connect to.




5. Hardware Overview

RJ45
3G USB This RJ45 port can be configured as WAN or LAN n&de

Attach a 3G USB adapter to share your 3G Interoenection.
WAN: Connect to the Internet using DSL/Cable modem.

When 3G USB adapter is connected, RJ45 automatisadiet to LAN mode.
LAN: Connect to a computer, switch or hub.




LED Lights icon Description
Color — Blue
Mobile 3G 3G Lights when 3G USB adapter is connected.
Blinks when 3G data transfer.
Color — Blue
Wireless LAN ((‘r)) Lights when Wireless signal is activated.

Blinks when Wireless data transfer.

WPS Lo Color — Blue

- Blinks when WPS handshake is initialized.

Color — Blue

LAN @ Lights when wired network device is connected td3Rdort.

— Blinks when data transfer occurs on RJ45 port.

Color — Blue

Power ‘ l , Lights when device is powered ON.
Blinks device is Reset.
Indicates which mode the TRAVEL ROUTER is set to.

Mode Orange — AP Router
Blue — Access Point
Green — Client Bridge

Buttons icon Description
WPS [ wps | Press this button to initialize WPS process.

Hold this button for 10 seconds to Reset to Fadb@faults.
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6. Before you Begin

This section will guide you through the installatiprocess. Placement
of the TRAVEL ROUTER is very important to avoid paagnal
reception and performance. Avoid placing the deingenclosed spaces
such as a closet, cabinet or wardrobe.

6.1 Considerations for Wireless Installation

The operating distance of all wireless devices oabe pre-determined
due to a number of unknown obstacles in the enment that the
device is deployed. These could be the numbekribgs and location
of walls, ceilings or other objects that the wisslsignals must pass
through. Here are some key guidelines to ensuteythahave the optimal wireless range.

EnGenius

1. Keep the number of walls and ceilings between h@dnius access point and other network devicesrimianum. Each wall or
ceiling can reduce the signal strength, the detgi@udepends on the building’s material.

2. Building materials makes a difference. A solid mdtzor or aluminum stubs may have a significantatieg effect on range.
Locate your wireless devices carefully so the digaa pass through a drywall or open doorways. Netesuch as glass, steel,
metal, concrete, water (fish tanks), mirrors, @#binets and brick will also degrade your wireksigsal.

3. Interferences can also come from your other etdtdevices or appliances that generate RF ndike.most usual types are
microwaves, or cordless phones.
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6.2 AP Router / AP / Client Bridge Modes
There are three main modes to select from whichinfilence the installation of the TRAVEL ROUTERhis section will help you
determine which mode works with your setup.

AP Router Mode
AP Router Mode allows you to share an Internet ection to multiple computers.

AP Mode
AP mode allows you to have a wired or wirelessenut

Client Bridge Mode
Client Bridge Mode allows a wired network devicectmnect to your wireless network, or create atgiirpoint bridge.

Change mode from the top right of the User Intexfac

Wireless-N Pocket AP/Router

AP Router Maide

AP Router Mode -

Status | LAN | pHce | Schedule | Log

Please se€onfiguring the TRAVEL ROUTER for instructions to access the Web-Based Userfatter
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6.3 Check Network Settings (Windows XP/Vista)

1. Click Start button and open Control Panel.

( Internet
f,] iTunes " My Documents e Moxzilla Firefox
o 5 =y E-mail
g £) My Recent Documents  * B8] Windows il

ﬁ Internel
) S! My Computer -/ Calculator
g* Control Panel

i E-mail
=] M

H WordPad

|.‘| Welcome Center

;E-,i Adobe Photoshop Elerments @’ ﬂcfm FULCESE e
4l 5

A
'\."I.'I

Egl Windows Photo Gallery

!!Fa Adobe Photoshop Elements 3.0

:_g. Hiokepad t_i,.l il

U.T Windows Speech Recognition

L Wiord
L =7 rs.. T
@ Windows Media Center

m Mcrsoft Money 2004

@ my HP PC E| Windows Ultimate Extras
1 Pair
'I-’j e @ Snaglt 8

All Programs t}

All Programs

!7 start

Michelle
Documents
Pictures
Music

Games
Search
Recent Items
Computer
Network
Connect To
Control Panel
Default Programs

Help and Support

@

Windows XP Windows Vista
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2. Windows XP, click Network Connection]

Connections

Windows Vista, clickView Network Status

. Metwork and Internet
%%?’]f-'lreacstlfogntgen I!\/Ianage Network “q' Connect to the Internet Tasks

View network status snd tasis

S ua bl shatog View computers and devices

Connect to a netwark:

Set up a connection or network

Manage network connections
Diagnose and repair

3. Right click on Local Area Connectior]

and selectProperties]. LI fres
Lonnecaon
Disable
Status
Repair

Bridge Connections

Create Shortout
Delete
Rename

EnGenius®
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4. Check“Clie nt for Microsoft Networks”, “File
and Printer Sharing”, and“Internet Protocol

(TCP/IP) is ticked. If not, please install them.

5. Select‘Internet Protocol (TCP/IP)” and
click [Properties]

6. Select'Obtain an IP Address automatically”
and“Obtain DNS server address automatically”
and click OK].

vl 9% Client for Microsoft Networks
v @QDS Packet Scheduler

vl J% File and Printer Sharing for Microsoft Networks
¥l . intemet Protocol Viersion & (TCP/IPvE)

Wl -a link-Layer Topology Discovery Mapper 140 Driver

¥l .a. Link-Layer Topology Discovery Responder

install.. | Uninetal

Properties

General | Alternate Configuration |

Internet Protocol Version 4 (TCP/IPw) Properties |T|

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

btain an IP address automatically
7 Use the following IP address:

htain DNS server address automatically

~) Use the following DNS server addresses:

| Advanced..,

l oK | | Cancel
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7. Hardware Installation

AP Router Mode:

One type of Internet connection is required. Pleatheer connect the network cable from your DSLAEabodem to the RJ45 port on
the TRAVEL ROUTER or connect a 3G adapter to th&psrt.

Note: When 3G USB adapter is connected, RJ45 automigtisadet to LAN mode.

Internet

Internet (((

AP Mode:
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Connect the network cable to the RJ45 port.

Wired Network

Power On :

Use the AC Power cord to connect TRAVEL ROUTER antet or any other power supplies to provide tleetecity to the device.
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8. Configuring Travel Router
This section will show you how to configure the evusing the web-based configuration interface.

Please use your wireless network adapter to corthe@RAVEL ROUTER.

Default Settings

IP Address 192.168.0.1
Username / Password admin / admin
Wireless Mode Enable
Wireless SSID EnGenibsxaoxx
Wireless Security None

Note: xxoxx mentioned in the wireless SSID above is the ladt@acters of your device MAC Address. This cafol@d on the device body label and is
unique for each device.
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8.1 Setup Wizard

1. Open a web browser (Internet Explorer/Firefox/3atamd enter the IP Addresstp://192.168.0.1

Note: If you have changed the default IP Address assitm#ite TRAVEL ROUTER, ensure you enter the cortBcAddress

@. o =| |&] hepiiiez.168.0.1

2. The default username and passworadsiin. Once you have entered the correct username assvped, click theOK button
to open the web-base configuration page.

Connect to 192.168.0.1 2xl

<,
b \

The server 192,16&.0.1 at Default: admin/admin reguires a
username and password,

Warning: This server is requesting thak your username and
password be sent in an insecure manner (basic authentication
without a secure connection),

User name: IE | j

Password: I

I~ Remember my passward

(84 I Cancel

EnGenius®
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3. You will see the following screen if the log on pess is successful.

Wireless-N Pocket AP/Router

)
|
|
|
|

You can use the Status page to monitor the connection status for the WAN/LAN interfaces, firmware |
and hardware version numbers, any illegal attempts to access your network and information on all DHCP |
client PCs currently connected to your network. |
|
EC '
|
Model 3G Wireless Travel Router |
Mode AP Router :
Uptime 10 min 57 sec -
Current Date/Time  2009/01/01 00:14:00
Hardware version 1.0.0
Serial Number 09B260553
Kernel version 1.0.2
Application version  1.0.2
'WAN Settings
Attain IP Protocol Dynamic IP Address
IP address === i
Subnet Mask  --- 1

4. Click Wizard to enter the Setup Wizard.
Then clickNext to begin the wizard.

EnGenius®
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Wireless-N Pocket AP/Router

EnGenius

ETR9350

System

Wizard Welcome to the router's web interface. From here you will continue the setup process using
your browser. To continue, click "Next".

Internet

Wireless

Firewall

Advanced

Tools

EnGenius®
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5. Select the Operation Mode.
Please ensure you have the proper cables conretigbscribed in the Hardware Installation section.

WAN Configuration

Please choose your service type or select Others to setup WAN configurations manually.

No Services found in WAN port. Please click rescan or manual configuration to
setup WAN connection manually or skip this step.

e WY e
[ Rescan | [ Skip ) [(fManual Config

Setup Wizard
Please choose the Operation Mode.

AP Router Mode: AP Router is the mast common Wireless LAN
device with which you will work as a Wireless
LAN administrator and Internet Access Point.
AP Router provides clients with a point of
access into the Internet.

AP Mode: AP Mode allows wireless communication
devices to connect to a wireless network
using Wi-Fi.

Client Bridge Mode: The Wireless Client Bridge can operate as a
point-to-point bridge to link networks in
different buildings.

Mext

H

EnGenius®




22

8.1.1 AP Router Mode
a) The device will now automatically search
for the correct Internet settings.

b) The most appropriate WAN type will be
determined and selected automatically.
If it is incorrect, please seleGthers
to set up the WAN settings manually.

Automatically detecting the Services on WAN port. Please wait |/

seconds

Please choose your service type or select Others to setup WAN configurations manually.

Service

Description

’ Rescan ] [Skip] [Next]
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Setup Wizard
c) There are many WAN service types available.

Please obtain the correct Settings from your Please, enter the data which is supplied by your ISP.
Internet Service Provider (ISP).

Login Method: - Select one - -

Static IP Address
Dynamic IP Address
PPP aver Ethernet

PPTP

Maobile 3G

LZTP Next
Static IP Address Login Method: Static [P Address -

If your ISP Provider has assigned you a fixed I8resis,
enter the assigned IP address, Subnet mask, Defbla:lililg=l4
Gateway IP address, and Primary DNS and Secondg
DNS (if available) of your ISP provider. Subnet Mask :

Default Gateway :

Primary DNS :

Secondary DNS (Optional) :
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Dynamic IP Address
The IP Address is allocated automatically. Howes@ne ISP’s will also recognize the MAC address\aifideject connections if the

MAC address does not match.

If your ISP has recorded the MAC address of younmater's Ethernet LAN card, please connect onlyctiraputer with the authorized
MAC address, and click thélone MAC Addressbutton.

This will replace the AP Router MAC address to¢benputer MAC address. The correct MAC addresses ts initiate the connection
to the ISP.

Login Method: DOynamic IP Address -

Hostname :

| Clane MAC Address

Dynamic IP Address
Hostname: This is optional. Only required if specified by ISP
MAC: The MAC Address that is used to connect to the ISP.
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PPP over Ethernet
ISP requires an account username and password.

Login Method: PPP over Ethernet -

Password :

MTU : 1492 (512<=MTU Value<=1492)

PPP over Ethernet

Username: Username assigned to you by the ISP
Password: Password for this username.
Service: You can assign a name for this service. (Optional)
MTU: The maximum size of packets.
Do not change unless mentioned by the ISP.
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Point-to-Point Tunneling Protocol (PPTP)

Login Method: PPTP -
WAN Interface Settings :
WAN Interface Type : Oynamic IP Address -

MAC Address : 000000000000

PPTP Settings :

Login :

Password :

Service IP address :

Connection ID : 0 {Optional)

1400 (512<=MTU Value<=1492)
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PPTP WAN Interface Settings

WAN Interface Type:

Select whether the ISP is set to Static IP or Dyndmhaddresses.

Hostname:

This is optional. Only required if specified by ISP

MAC: The MAC Address that is used to connect to the ISP.
PPTP Settings

Login: Username assigned to you by the ISP

Password: Password for this username.

Service IP Address:

The IP Address of the PPTP server.

Connection ID:

This is optional. Only required if specified by ISP

MTU:

The maximum size of packets.
Do not change unless mentioned by the ISP.
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Mobile 3G
Please ensure your 3G USB card is connected fbRA&/EL ROUTER and has an active USIM card inserted.

Login Method: Maobile 3G -

Pin Code :
APN Code:

Dial Number:

Password:

Mobile 3G

Pin Code: Enter the Pin code for your USIM card if required.
APN Code: Enter the APN code for the network provider

Dial Number: Only required if specified by ISP

User Name: Account Username. Only required if specified by ISP
Password: Account Password. Only required if specified by ISP
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Layer-2 Tunneling Protocol (L2TP)

EE -

Login Method:
WAN Interface Settings :
WAN Interface Type : Dynamic IP Address

MAC Address : 000000000000

L2TP Settings :

Password :

Service IP address :

1460 (512<=MTU Value<=1492)

EnGenius®
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L2TP WAN Interface Settings

WAN Interface Type:

Select whether the ISP is set to Static IP or Dyndmaddresses.

Hostname: This is optional. Only required if specified by ISP
MAC: The MAC Address that is used to connect to the ISP.
L2TP Settings

Login: Username assigned to you by the ISP

Password: Password for this username.

Service IP Address:

The IP Address of the PPTP server.

MTU:

The maximum size of packets.
Do not change unless mentioned by the ISP.
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d) Setup the level of wireless security to be used.
EnGenius recommends thighestlevel of security to be used.

Note: 802.11n wireless speeds may not be achievable Béburity is setup to Lowest and Low level.

WLAMN Configuration

Please choose the security level in the security bar

Lowest NN I I N BN ighest

Type of wireless security: WPAZ
Strength: Highest

WEBAZ security offers the highest strength
wireless security but lowest compatibility with
older wireless network eguipment.

Enter a security key that is between E-63
characters long. Make sure the key is not a word
or number that is easy to guess.

ESUE crGeniussrAsEs
1234567890
Skip | | Next
SSID: Enter the name of your wireless network.
Key: Enter the security key for your wireless network.

EnGenius®
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e) Check the settings are correct, and then d¢kekootto apply the settings.
Setup Successfully
System Configuration:

Operation Mode : AP Router

WAN Configuration:

Connection Type : Dynamic IP Address
WLAN Configuration :
ESCE = GoniusSFAGES
WPA2 pre-shared key
WILAN Key : 1234567890

WLAN Router setup successfully. Please click reboot button to reboot system.

EnGenius®
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8.1.2 AP Mode
a) Select the level of wireless security to be used.
EnGenius recommends thighestlevel of security to be used.

Note: 802.11n wireless speeds may not be achievable géhurity is setup to Lowest and Low level.
WLAN Configuration

Please choose the security level in the security bar
Lowest NN N I (N N +ihest

Type of wireless security: WEBAZ
Strength: Highest

WELAZ =zecurity offers the highest strength
wireless securlity but lowest compatibility with
older wireless network equipment.

Enter a security kev that is between 8-63

characters long. Make =zure the key i=s not a word
or numker that is easy to guess.

EnGenius5FAGES

1234567890

W
=,
=
&
&

SSID: Enter the name of your wireless network.

Key: Enter the security key for your wireless network.

EnGenius®
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b) Check the settings are correct, and then dRekootto apply the settings.

System Configuration:

Operation Mode : AP Router

WILAN Configuration :

ESCE i GeniusSFAGES
WPA2 pre-shared key
(WLAN Key :  BEEEELFEEN

WLAN Router setup successfully. Please click reboot button to reboot system.

| Reboot

EnGenius®
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8.1.3 Client Bridge Mode
a) In this mode, the TRAVEL ROUTER will connect to &@less network as a client device.

Please enter the SSID and security settings ofitltatess network.

Setup Wizard
AP Profile Settings

WPFA pre-shared key ~
) WPA(TKIP) @ WPA2(AES)

This page allows you setup the wireless security. Turn on WEP or WPA by using
Encryption Keys could prevent any unauthorized access to your wireless netwaork.

Mext

b) Check the settings are correct, and then dRekootto apply the settings.

System Configuration:

Operation Mode : Client Bridge

EnGenius®
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8.2 Web-Based Configuration

8.2.1 System

Status
This page allows you to monitor the status of teeick.

Model 3G Wireless Router
Mode AP Router
Uptime 33 min 35 sec
Current Date/Time  2009/01/01 00:53:01
Hardware version 1.0.0
Serial Number 000000111

Kernel version 1.0.2

Application version  1.0.2
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Status

Model: Description of this device.

Mode: The device is currently in which mode.

Uptime: The duration about the device has been operatitiguti powering down

or reboot.

Current Date/Time:

The device's system time.
If this is incorrect, please set the time in th@lEd Time page.

Hardware version and
Serial Number:

Hardware information for this device.

Kernel and Application
version:

Firmware information for this device.




38

Attain IP Protocol  Dynamic IP Address
IP address 10.0.174.29
Subnet Mask 255.255.254.0

Default Gateway  10.0.175.254
MAC address 00:02:6F:5F:A9:1E

Primary DNS  10.0.200.101

Secondary DNS  10.0.200.102

WAN Settings

Attain IP Protocol: Method used to connect to the Internet

IP address: The WAN IP Address of the device.

Subnet Mask The WAN Subnet Mask of the device.

MAC address The MAC address of the device’s WAN Interface.

Primary and Secondary | Primary and Secondary DNS servers assigned to #id ¥dnnection.
DNS:

EnGenius®
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IP address 192.158.0.1
Subnet Mask 255.255.255.0
DHCP Server  Enabled

LAN Settings
IP address:

Subnet Mask
DHCP Server

The LAN IP Address of the device.
The LAN Subnet Mask of the device.
Whether the DHCP server is Enabled or Disabled.

Channel 11
SSID_1 WLAN Settings
ESSID  EnGeniusSFAGES Channel: The wireless channel in use.
Security  Disabl )
seurty 15anE ESSID: The SSID (Network Name) of the wireless network.
BSSID  00:02:6F:5F:AGES (up to 4 SSID’s are supported)
Associated Client 1 X . )
ssib S;ma e Hens Security: Wireless encryption is enabled for this SSID.
ESSID  EnGeniusSFAGES. 2 BSSID: The MAC address of this SSID.
Security  Disable Associated Clients: The number of wireless clients connected to thikDSS
BSSID  0D0:02:6F:5F:AG'EQ

Associated Clients

EnGenius®

0




LAN
This page allows you to modify the device’s LANtsgJs.

Wireless-N Pocket AP/Router

-

You can enable the Broadband routers DHCP server to dynamically allocate IP Addresses to your
LAN client PCs. The broadband router must have an IP Address for the Local Area Network.

AN |
IP address : 192.168.0.1

IP Subnet Mask : 255.2565.255.0
802.1d Spanning Tree :  Disabled -

m

DHCP Server

DHCP Server : Enabled -
Lease time : Forever b
Start IP : 192.168.0.100
End P : 192.168.0.200
Domain name : etr9350

DNS Servers Assigned by DHCP Server il

EnGenius®
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IP address : 192.168.0 1
IP Subnet Mask : 255 255 255 ()
802.1d Spanning Tree :  Disabled -

LAN IP
IP address: The LAN IP Address of this device.
IP Subnet Mask: The LAN Subnet Mask of this device.

802.1d Spanning Tree: When Enabled, the Spanning Tree protocol will pneveetwork loops in
your LAN network.
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DHCP Server

DHCP Server :
Lease time :
Start IP @

End IP :

Domain name :

Enabled -
Forever -
192.168.0.100
192.168.0.200
etr9350

DHCP Server

DHCP Server:

The DHCP Server automatically allocates IP addesgsgour LAN
devices.

Lease Time:

The duration of the DHCP server allocates eacldtiPess to a LAN
device.

Start / End IP:

The range of IP addresses of the DHCP server lka@te to LAN
devices.

Domain name:

The domain name for this LAN network.
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DMNS Servers Assigned by DHCP Server

First DMS Server DMS Relay -
Second DNS Server From ISP
User-Defined

Two DNS servers can be assigned for use by your dawces.
There are three modes available.

DNS Servers

From ISP: The DNS server IP address is assigned from your ISP

User-Defined: The DNS server IP address is assigned manually.

DNS Relay: LAN clients are assigned the device’s IP addresh@®NS server.
DNS requests are relayed to the ISP’s DNS server.




DHCP
This page shows the status of the DHCP server lanchlows you to control how the IP addressesafioeated.

Wireless-N Pocket AP/Router

i

DHCP Client Table

This DHCP Client Table shows client IP address assigned by the DHCP Server

1P address MAC address Expiration Time
192.168.0.100 00:1A:4D:49:1E:3A Forever
192.168.0.101 00:0C:F6:5C:06:14 Forever
[ Refresh ]

You can assign an IP address to the specific MAC address

[7] Enable Static DHCP IP

IP address MAC address

|@| Reset | |

Current Static DHCP Table :

| NO. | 1P address MAC address

EnGenius®
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The DHCP Client Table shows the LAN clients thatéhbeen allocated an IP address from the DHCP Berve

DHCP Client Table

This DHCP Client Table shows client IP address assigned by the DHCP Server

IP address MAC address Expiration Time
192.168.0.100 00:14:4D:49:1E:34A Forever
192.168.0.101 00:0C:F6:5C:06:14 Forever

DHCP Client Table

IP address: The LAN IP address of the client.

MAC address: The MAC address of the client’s LAN interface.
Expiration Time: The time that the allocated IP address will expire.
Refresh: Click this button to update the DHCP Client Table.
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Enable Static DHCP IP

192.168.0.155 000AF43C1516

@ Reset

Current Static DHCP Table :

[ NO. | IP address MAC address
1 192.168.0.150 00:0C:C6:3C:06:17 ]
I Delete Selected I [ Delete All I [ Reset I

You can also manually specify the IP address thiabes allocated to a LAN client by associating tReaddress with its MAC
address.

Type the IP address you would like to manuallygrs$d a specific MAC address and clisild to add the condition to the Static
DHCP Table.
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Schedule

This page allows you to schedule times that thewril and Power Saving features will be activatdddctivated.

Click Add to create a Schedule entry.

Wireless-N Pocket AP/Router

| pucp | schedule | Log | Monitor |Language

You can use the Schedule page to Start/Stop the Services regularly. The Schedule will start to run
when it get GMT Time from Time Server. Please set up the Time Server correctly in Toolbox. The
services will start at the time in the following Schedule Table or it will stop.

[¥] Enabled Schedule Table (up to 8)

T S =

schedule 01 Fervral From 08:00 to 20:00---Men,

Wed, Fri [l
From 21:00 to 23:30---Maon,
i schedule 02 Power Saving Tue, Wed, Thu, Fri, 5at, [
Sun
|Add | |Edit| | Delete Selected | | Delste Al

\Apply | { Cancel |

ius®
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Schedule Description :

Time of day :

schedule 01
Firewall [C] Power Saving

[C] Every Day
Mon [ Tue wed [[] Thu Fri [ sat [C] Sun

[] all Day (use 24-hour clock)
From & - 0 To 20 0

[Apply ] [ Cancel ]

Schedule

Schedule Description:

Assign a name to the schedule.

Service: The service provides for the schedule.
Days: Define the Days to activate or deactivate the saleed
Time of day: Define the Time of day to activate or deactivatezldchedule.

Please use 24-hour clock format.
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Log
This page displays the system log of the deviceeMffowered down or rebooted, the log will be cléare

Wireless-N Pocket AP/Router

View the system operation information.

day 1 02:01:25 [5¥5TEM]: WLAM, start LLTID -
day 1 02:01:25 [S5YS5TEM]: WLAN, LLID Stopping =
day 1 02:01:25 [5YSTEM]: UPnP, Stopping

day 1 -02:01:24 [5YSTEM]: HET, start Firewall

day 1 -02:01:24 [5¥S5TEM]: HET, start NAT

day 1 02:01:24 [S5¥YSTEM]: NET, s=stop Firewall

day 1 02:01:24 [5¥S5TEM]: HET, stop NAT

day 1 02:01:24 [5YSTEM]: SCHEDULE, stop Power Sawve

day 1 02:01:24 [5YSTEM]: SCHEDULE, Schedule Stopping s

L4 I

l Save ] | Clear I | Refresh

Log

Save: Save the log to a file.
Clear: Clears the log.
Refresh: Updates the log.

EnGenius®




50

Monitor
This page shows a histogram of the WAN and Wirelgss traffic.
The information is automatically updated every fbezonds.

Wireless-N Pocket AP/Router

| Monitor |M

You can monitor the bandwidth in different interface. This page will refresh in every five seconds.

Bandwidth Monitor (VWAN) Bandwidth Monitor (WLAN)
4| 2|
2 m R E m R
KBps 0.59KB | KBps 9 46KB
P2 mTx P% e mTx
‘ | 0.00KB 5 0.00KB
Cl||I|.IIII |||||III || I| IIII||I o |
10 20 30 40 50 10 20 30 40 50

Seconds Seconds

EnGenius®
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Language
This page allows you to change the Language of/de Interface.

Wireless-N Pocket AP/Router

| DHCP | Schedule | Log | Moniter | Lanquage

You can select other language in this page.

Multiple Language : Choose your language -

Choose your language
English )
Traditional Chinese
Simplified Chinese
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8.2.2Internet
The Internet section allows you to manually setWhN type connection and its related settings.

Status
This page shows the current status of the devit&®l connection.

Wireless-N Pocket AP/Router

Status DynamicIP| StaticIP | PPPoE | PPTP | 12TP | 3G

View the current internet connection status and related information.

Attain IP Protocol Dynamic IP Address
IP address 10.0.174.29
Subnet Mask 255.255.254.0

Default Gateway 10.0.175.254
MAC address 00:02:6F:5F:A9:1E

Primary DNS 10.0.200.101

Secondary DNS 10.0.200.102

EnGenius®
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Dynamic | P Address
The IP Address is allocated automatically. Howes@ne ISP’s will also recognize the MAC address\aitideject connections if
the MAC address does not match.

If your ISP has recorded the MAC address of younmater’s Ethernet LAN card, please connect onlycthraputer with the
authorized MAC address, and click Blmne MAC Addressbutton.

This will replace the AP Router MAC address to¢benputer MAC address. The correct MAC addresses tis initiate the connection to the
ISP.

Wireless-N Pocket AP/Router

| Status namicIP|.,EﬁﬂcIP | PPPoE | PPTP | 21 |

You can select the type of the account you have with your ISP provider.

Hostname :

MAC address : 000000000000 Clone MAC

DNS Servers

DNS Servers Type From ISP -

First DNS Server I

Second DNS Server

Cancel
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Dynamic IP Address

Hostname: This is optional. Only required if specified by ISP
MAC address: The MAC Address that is used to connect to the ISP.
DNS Servers

Two DNS servers can be assigned for use by your daices.
There are two modes available.

From ISP: LAN devices are assigned the DNS server IP addrfegsur ISP.
User-Defined: Set the DNS server IP address manually.

Static | P Address
If your ISP Provider has assigned you a fixed IBresss, enter the assigned IP address, Subnet Defsylt Gateway IP address, and Primary
DNS and Secondary DNS (if available) of your ISBviter.




55

Wireless-N Pocket AP/Router AP Router Mode  +

Status DynamicIP| StaticIp | PPPoE | PPTP | 127P | 3G
You can select the type of the account you have with your ISP provider.

IP address:
IP Subnet Mask :
Default Gateway :

Primary DNS :

Secondary DNS :

| Apply] | Cancel I

EnGenius®
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PPP over Ethernet

ISP requires an account username and password.

Wireless-N Pocket AP/Router

Status DynamicIP StaticIP | PPPoE | PPTP

You can select the type of the account you have with your ISP provider.

Username
Password : (TIITTITL
Service Name ISP
MTU : 1492 {512<=MTU Value <=1492)
Authentication type : Auto -
Type : Keep Connection -
Idle Timeout : (1-1000 Minutes )

[ Apply ] [ Cancel ]

EnGenius®
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PPP over Ethernet (PPPOE)

Username: Username assigned to you by the ISP

Password: Password for this username.

Service: You can assign a name for this service. (Optional)

MTU: The maximum size of packets.
Do not change unless mentioned by the ISP.

Authentication type Select whether the ISP uses PAP or CHAP methodsufihientication. Seleétuto if
unsure.

Type: You can choose the method that the router maintaineection with the ISP.

Keep Connection:The device will maintain a constant connection it ISP.

Automatic Connection: The device will only initiate connection to the I8Ren
there is an Internet connection request made frawNidevice.

Manual Connection: The user will need to manually connect to the IgRIllzking
the Connectbutton.

Idle Timeout: When the connection type Agitomatic Connection when Internet traffic is idle, then
the device will automatically disconnect from ti&Pl

Please specify the Idle time in minutes.

Point-to-Point Tunneling Protocol (PPTP)
PPTP is used by some ISPs.

EnGenius®
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Wireless-N Pocket AP/Router

-

You can select the type of the account you have with your ISP provider.

WAN Interface Settings :
WAN Interface Type : Dynamic IP Address -

MAC address : 000000000000 Clone MAC

PPTP Settings :

—

Password :

Service IP address :

Connection ID : 0 (Optional)
- 1400 (512 <=MTU Value <=1492)
Type : Keep Connection -
Idle Timeout : (1-1000 Minutes ) |

_Apply] Cancel | :

Point-to-Point Tunneling Protocol (PPTP)
WAN Interface Type: | Select whether the ISP is set to Static IP oraliticate Dynamic IP addresses.

Hostname: This is optional. Only required if specified by ISP

EnGenius®
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MAC address:

The MAC Address that is used to connect to the ISP.

Login:

Username assigned to you by the ISP

Password:

Password for this username.

Service IP Address:

The IP Address of the PPTP server.

Connection ID:

This is optional. Only required if specified by ISP

MTU:

The maximum size of packets.
Do not change unless mentioned by the ISP.

Type:

You can choose the method that the router maint@ineection with the ISP.

Keep Connection:The device will maintain a constant connection wiith
ISP.

Automatic Connection: The device will only initiate connection to the ISP
when there is an Internet connection request maae & LAN device.

Manual Connection: The user will need to manually connect to the ISP b
clicking theConnectbutton.

Idle Timeout:

When the connection type Asitomatic Connection, when Internet traffic is
idle, then the device will automatically disconnfom the ISP.

Please specify the Idle time in minutes.
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Layer-2 Tunneling Protocol (L2TP)
L2TP is used by some ISPs.

Wireless-N Pocket AP/Router

Status DynamicIP StaticIP = PPPoE | PPTP

You can select the type of the account you have with your ISP provider.

WAN Interface Settings :
WAN Interface Type : Dynamic IP Address -

Hostname :

MAC address : 000000000000 Clone MAC

L2TP Settings :

Login :
Password :

Service IP address :

2 1460 (512<=MTU Value «=1492)
Type : Keep Connection -
Idle Timeout : (1-1000 Minutes )

EnGenius®
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Layer-2 Tunneling Protocol (L2TP)

WAN Interface Type: | Select whether the ISP is set to Static IP oraliticate Dynamic IP addresses.

Hostname: This is optional. Only required if specified by ISP
MAC: The MAC Address that is used to connect to the ISP.
Login: Username assigned to you by the ISP

Password: Password for this username.

Service IP Address: The IP Address of the PPTP server.

MTU: The maximum size of packets.

Do not change unless mentioned by the ISP.

Type: You can choose the method that the router maintineection with the ISP.

Keep Connection:The device will maintain a constant connection wfith
ISP.

Automatic Connection: The device will only initiate connection to the ISP
when there is an Internet connection request maae & LAN device.

Manual Connection: The user will need to manually connect to the ISP b
clicking theConnectbutton.

Idle Timeout: When the connection type Agitomatic Connection, when Internet traffic is
idle, then the device will automatically disconnfoin the ISP.

Please specify the Idle time in minutes.
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Mobile 3G
Please ensure your 3G USB card is connected fbRA&/EL ROUTER and has an active USIM card inserted.

Wireless-N Pocket AP/Router

| Status DynamicIP StaticIP | PPPE | PPTP |

You can select the type of the account you have with yvour ISP provider.

Pin Code :
APHN Code :

Dial Number :

Password :

Type : Keep Connection

Idle Timeout : ' {1-1000 Minutes )

‘ Apply | I Cancel |

EnGenius®
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Mobile 3G

Pin Code: Enter the Pin code for your USIM card if required.

APN Code: Enter the APN code for the network provider

Dial Number: Only required if specified by ISP

User Name: Account Username. Only required if specified by ISP

Password: Account Password. Only required if specified by ISP

Type: You can choose the method that the router maint@insection with the ISP.
Keep Connection:The device will maintain a constant connection wfith
ISP.
Automatic Connection: The device will only initiate connection to the ISP
when there is an Internet connection request nmade & LAN device.
Manual Connection: The user will need to manually connect to the ISP b
clicking theConnectbutton.

Idle Timeout: When the connection type Agitomatic Connection, when Internet traffic is

idle, then the device will automatically disconnfoin the ISP.

Please specify the Idle time in minutes.




64

8.2.3Wireless

The Wireless section allows you to configure thealéiss settings.

Status
This page shows the current status of the devidér'sless settings.

Wireless-N Pocket AP/Router

Basic |nd\ranced | Security | Filter

This page allows you to define SSID, and Channel for the wireless connection. These parameters
are used for the wireless stations to connect to the Access Point.

@ Enable ) Disable

-
T

24 GHz (B+G+N) -
Enable SSID#: 2 -
EnGeniusbFABES
EnGeniusbFABES 2

Auto Channel : ) Enable @ Disable

L4

AE B 7
HEE &
= 8 8

—
—

Channel :

EnGenius®
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Basic
Radio: Enable or Disable the device’s wireless signal.
Mode: Select between Access Point or Wireless DistrilbbuBgstem (WDS) modes.
Band: Select the types of wireless clients that the dewitl accept.
eg: 2.4 Ghz (B+G)
Only 802.11b and 11g clients will be allowed.
Enable SSID#: Select the number of SSID’s (Wireless Network ngmnges would like.
You can create up to 4 separate wireless networks.
SSID# Enter the name of your wireless network. You cawsto 32 characters.

Auto Channel:

When enabled, the device will scan the wirelessadggaround your area and
select the channel with the least interference.

Channel:

Manually select which channel the wireless sigrilluse.

Check Channel Time:

When Auto Channel is Enabled, you can specify #réod of the device will
scan the wireless signals around your area.
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Wireless Distribution System (WDS)

Using WDS to connect Access Point wirelessly, andaing so
extend a wired infrastructure to locations whergiog is not
possible or inefficient to implement.

Note that compatibility between different brands amodels is not
guaranteed. It is recommended that the WDS netlertreated
using the same models for maximum compatibility.

Also note that all Access Points in the WDS netwoekds to use
the same Channel and Security settings.

To create a WDS network, please enter the MAC addresses of the
Access Points that you want included in the WDS. There can be a
maximum of four access points.

Enable SSID#:

SSID1 :

Channel :

MAC address 1 :
MAC address 2 :
MAC address 3 :
MAC address 4 :
WDS Data Rate :

Set Security :

@ Enable ) Disable

WDS -

24 GHz (B+G+N) ~
2 -
EnGeniusbFAGES
EnGeniusbFABES 2
1M -
000000000000
000000000000
000000000000
000000000000

J00M -

[ Set Security
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Advanced

This page allows you to configure wireless advaseténgs. It is recommended the default settingsuaed unless the user has
experience with these functions.

Wireless-N Pocket AP/Router

Bas|

| Advanced | Security | Filter | wpPs |Client List| Policy

These settings are only for more technically advanced users who have a sufficient knowledge
about wireless LAN. These settings should not be changed unless you know what effect the
changes will have on your Broadband router.

100% ~

@ Auto 20/40 MHZ () 20 MHZ
) Long Preamble @ Short Preamble
@ Auto ) Always ) None

EnGenius®
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Advanced

Fragment Threshold:

Specifies the size of the packet per fragment.
This function can reduce the chance of packetsiotii

However when this value is set too low, there bdlincreased overheads
resulting in poor performance.

RTS Threshold:

When the packet size is smaller than the RTS Thidsthen the packet will
be sent without RTS/CTS handshake which may résiuitorrect
transmission.

Beacon Interval:

The time interval that the device broadcasts adrearhis beacon is used to
synchronize all wireless clients on the network.

DTIM Period: A Delivery Traffic Indication Message informs allreless clients that the
access point will be sending Multi-casted data.
N Data Rate: You can limit the transfer rates between the deaiwwireless clients. Each

Modulation Coding Scheme (MCS) refers to a spetifinsfer speed.

Channel Bandwidth:

Set whether each channel uses 20 or 40Mhz.
To achieve 11n speeds, 40Mhz channels must be used.

Preamble Type:

A preamble is a message that helps access pomthreyize with the client.

Long Preamble is standard based so increases dbitityat
Short Preamble is non-standard, so it decreasepatibitity but increases
performance.

CTS Protection:

When Enabled, the performance is slightly lower &esv the chances of
packet collision is greatly reduced.

Tx Power:

Set the power output of the wireless signal.
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Security
This page allows you to set the wireless secudtiirgs.

Wireless-N Pocket AP/Router

This page allows you setup the wireless security. Turn on WEP or WPA by using Encryption Kevys
could prevent any unauthorized access to yvour wireless network.

EnGeniusSFAGER

[71 Enable 802.1x Authentication

[Applyl l Cancel ]

EnGenius®
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Security

SSID Selection: Select the SSID that the security settings willlgb.

Broadcast SSID: If Disabled, then the device will not be broadaagtihe SSID. Therefore it will be invisible to
wireless clients.

WMM: WiFi Multi-Media is a Quality of Service protocolhich prioritizes traffic in the order according
to voice, video, best effort, background.
Note that in certain situations, WMM needs to balded to achieve 11n transfer speeds.

Encryption: The encryption method to be applied.

You can choose from WEP, WPA pre-shared key or VRADIUS.

« Disabled- no data encryption is used.

 WEP - data is encrypted using the WEP standard.

«  WPA-PSK - data is encrypted using the WPA-PSK standari iSta later standard than
WEP, and provides much better security than WERIl four Wireless stations support
WPA-PSK, you should use WPA-PSK rather than WEP.

« WPA2-PSK - This is a further development of WPA-PSK, anfiisf even greater security,
using the AES (Advanced Encryption Standard) metsfaghcryption.

«  WPA-RADIUS - This version of WPA requires a Radius Serveyaur LAN to provide the
client authentication according to the 802.1x staddData transmissions are encrypted using
the WPA standard.

If this option is selected:

» This Access Point must have a "client login" on Reaelius Server.

e Each user must have a "user login" on the Radingege

» Each user's wireless client must support 802.1xpaodde the login data when required.

» All data transmission is encrypted using the WPRakdard. Keys are automatically
generated, so no key input is required.

IEEE 802.1x is an authentication protocol. Evergrunust use a valid account to login to this Acdeaisit before accessing the wireless LAN.
The authentication is processed by a RADIUS sefv@is mode only authenticates users by IEEE 80hdiit does not encrypt the data during
communication.
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Enable 802.1x Authentication

RADIUS Server IP
address :

RADIUS Server port : 1812

RADIUS Server password :

802.1x Authentication

RADIUS Server IP The IP Address of the RADIUS Server
Address:

RADIUS Server The port of the RADIUS Server.

port:

RADIUS Server The RADIUS Server’s password.
password:
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WEP Encryption:

WEP Encryption

Authentication
Type:

Please ensure that your wireless clients use the sa
authentication type.

Encryption

Key Length:

Select the desired option, and ensure the wireless
- .
clients use the same setting.
e 64 Bit - data is encrypted, using the default key,
before being transmitted. You must enter at Ieas
the d_efault key. I_:or 64 Bit Encryption, the key
size is 10 chars in HEX (0~9 and A~F).
« 128 Bit- data is encrypted, using the default
key, before being transmitted. You must enter at

least the default key. For 128 Bit Encryption, the -
key size is 26 chars in HEX (0~9 and A~F).

Default Key:

Select the key you wish to be the default.
Transmitted data is ALWAYS encrypted using the
Default Key; the other Keys are for decryption only
You must enter &ey Value for theDefault Key.

Encryption Key
#:

Enter the key value or values you wish to use. Only
the Key selected as Default is required. The others
are optional.

EnGenius®

WEP -

@ Open System ! Shared Key
128-bit -
ASCII (13 characters) -

Key 1 -

1234567890123

xxxxxxxxxxxxx

xxxxxxxxxxxxx

xxxxxxxxxxxxx

_ Auto
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WPA Pre-Shared Key Encryption:

WPA pre-shared key -
© WPA(TKIP) ( WPA2(AES) () WPA2 Mixed
1234567890

WPA Pre-Shared Key Encryption

Authentication Type:

Please ensure that your wireless clients use the sathentication type.

WPA type:

Select the WPA encryption you would like.
Please ensure that your wireless clients use the sattings.

Pre-shared Key Type:

Select whether you would like to enter the Key iXHor Passphrase
format.

Pre-shared Key:

Wireless clients must use the same key to assdbiatgevice.
If using passphrase format, the Key must be fram@3 characters in
length.

EnGenius®




WPA RADIUS Encryption:

Encryption : WPA RADIUS -

WPA type : @ WPA({TKIP) I WPAZ({AES) I WPAZ Mixed
RADIUS Server IP

address :

RADIUS Server port : 1812

RADIUS Server password :

WPA RADIUS Encryption

WPA type:

Select the WPA encryption you would like.
Please ensure that your wireless clients use the sattings.

RADIUS Server IP
address:

Enter the IP address of the RADIUS Server

RADIUS Server Port:

Enter the port number used for connections to thBIRIS server.

RADIUS Server
password:

Enter the password required to connect to the RADErver.
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Filter

This page allows you to create filters to contrbiah wireless clients can connect to this devicebly allowing the MAC addresses
entered into the Filtering Table.

Wireless-N Pocket AP/Router

 Advanced | Security | Filter | WPS | Client

For security reason, the Access Point features MAC Address Filtering which only allows authorized
MAC Addresses to associate with the Access Point

[¥] Enable Wireless Access Control

Motebook?2 00ABCT10T722
Add Reset

MAC Address Filtering Table :

Notebook1 00:0C:CB:3C:06:17 [

I Delete Selected ‘ | Delete All J |ResetJ

ius®
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Wireless Filter

Enable Wireless
Access Control:

Tick the box to Enable Wireless Access Control.

When Enabled, only wireless clients on the Filtgiiable will be allowed.

Description:

Enter a name or description for this entry.

MAC address:

Enter the MAC address of the wireless client ttmat wish to allow
connection.

Add:

Click this button to add the entry.

Reset:

Click this button if you have made a mistake andtwa reset the MAC
address and Description fields.

MAC Address Filtering Table

Only clients listed in this table will be allowedcess to the wireless network.

Delete Selected:

Delete the selected entries.

Delete All:

Delete all entries

Reset:

Un-tick all selected entries.
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Wi-Fi Protected Setup (WPS)
WPS feature is following the Wi-Fi Alliance WPS stiard and it eases the set up of security-enablel Wetworks in the home and

small office environment.

It reduces the user steps required to configuretaark and supports two methods that are famitianbst consumers to configure a
network and enable security.

Wireless-N Pocket AP/Router

Wi-Fi Protected Setup Information

WPS Current Status :  Felelelieliie=ts Release Configuration
Self Pin Code : 62685488

ssn:  REE
Authentication Mode : [RUUFNeR el (-E8=1gE]¢=1a l =10

Passphrase Key :

WPS Via Push Button : [ Start to Process |

[ Start to Process
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Wi-Fi Protected Setup (WPS)
WPS: Tick to Enable the WPS feature.

WPS Button: Tick to Enable the WPS push button.

Wi-Fi Protected Setup Information

WPS Current Status: | Shows whether the WPS functiondsnfigured or Unconfigured.

Configured means that WPS has been used to awdgtamimection between
the device and wireless clients.

SSID: The SSID (wireless network name) used when comgeaing WPS.

Authentication Mode: | Shows the encryption method used by the WPS process

Passphrase Key: This is the passphrase key that is randomly geeéiciring the WPS
process. It is required if wireless clients thaindo support WPS attempts
to connect to the wireless network.

WPS Via Push Button: | Click this button to initialize WPS feature usitgtpush button method.
Initializing WPS Feature

There are two methods to initialize the WPS featlihey are the Push Button and Pin code methods.
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1. WPS Push Button Method

Push the WPS button on the TRAVEL ROUTER devicee WPS LED light will start to flash to indicate tiilhe WPS process is
ready.

EnGenius’

While the WPS LED is flashing on the TRAVEL ROUTHERess the WPS button 0
on your wireless client. This could either be agpbag hardware button,
or a software button in the utility.




2. Pin Code Method
Note the Pin code of your TRAVEL ROUTER device.

wes:  JERSRR
WPS Button : Enable

Wi-Fi Protected Setup Information

WPS Current Status : unConfigured

T o
SO = GoniussPAGES
Disable

Passphrase Key :

WLERAUE NS TS | Start to Process |
[ Start to Process ]

WPS via PIN :

Please use this Pin code to initialize the WPSgm®from the wireless client configuration utility.

This process will be different for each brand ordelo Please consult the user manual of the wirelésst for more information.

EnGenius®
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Client List
This page shows the wireless clients that are adaddo the TRAVEL ROUTER device.

Wireless-N Pocket AP/Router

WPS | Client List | Policy

LAN Client Table :

This WLAN Client Table shows client MAC address associate to this Broadband Router

MAC Address signal (%) Idle Time
EnGeniusSFAGES 2 00:19:7D:9E:D4:9C 68 20 secs
| Refresh |

EnGenius®




Policy

This page allows you to configure the access pditor each SSID (wireless network).

Wireless-N Pocket AP/Router

| Basic |Advanced | Security | Filter | wps |clientList | Policy

SSID 1 Connection Control Policy

WAN Connection Enable -

Communication between Wireless clients Enable -

Communication between Wireless clients and Wired clients Enable -

SSID 2 Connection Control Policy

WAN Connection Enable -

Communication between Wireless clients Enable -

Communication between Wireless clients and Wired clients Enable -

Apply | | Cancel

Policy
WAN Connection: Allow wireless clients on this SSID to access thaN\port which typically is an Internet

connection.
Communication between Wireless Whether each wireless client can communicate vatthether in this SSID. When Disabled, the
clients: wireless clients will be isolated from each other.
Communication between Wireless Whether wireless clients on this SSID can commueieath computers attached to the wired
clients and Wired clients. LAN port.

EnGenius®
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8.2.4Firewall

The Internet section allows you to set the accesral and Firewall settings.

Enable
This page allows you to Enable / Disable the Fitefgatures.

When Enabled, Denial of Service (DoS) and SPI €BidPacket Inspection) features are also be edable

Wireless-N Pocket AP/Router

Enabie |Advanced DMz | Dos |MACFilter IP Filter |URL Filter

Firewall automatically detects and blocks Denial of Service (DoS) attacks. URL blocking, packet
filtering and SPI (Stateful Packet Inspection) are also supported. The hackers attack will be
recorded associated with timestamp in the security logging area.

Firewall : @ Enable ) Disable

| Apply

EnGenius®




Advanced
You can choose whether to allow VPN (Virtual Prevatetwork) packets to pass through the Firewall.

Wireless-N Pocket AP/Router

Enable |Advanced | DMZ | DoS |MACFilter| IPFilter URL Filter
VPN PPTP Pass-Through [¥]
VPN IPSec Pass-Through [#]
Apply | | Cancel
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DMZ
This feature, if enabled, allows the DMZ computeryour LAN to be exposed to all users on the lrgern

» This allows almost any application to be used en"BbMZ PC”
* The “DMZ PC” will receive all Unknown connectionacdata.
» If the DMZ feature is enabled, please enter thad@ess of the PC to be used as the “DMZ PC”

Note: The “DMZ PC” is effectively outside the Firewall,aking it more vulnerable to attacks. For this reagou should only enable the DMZ feature when
required.

Wireless-N Pocket AP/Router

If you have a local client PC that cannot run an Internet application properly from behind the NAT
firewall, you can open unrestricted two-way Internet access for this client by defining a Virtual
DMZ Host.

[¥] Enable DMZ
192 168.0.100 B 192 168.0.100 -

| Apply | | Cancel |
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Denial of Service (DoS)

Denial of Service (Denial of Service) is a typdrdkrnet attack that sends a high amount of dayatowith the intent to overload
your Internet connection.

Enable the DoS firewall feature to automaticallyedéand block these DoS attacks.

Wireless-N Pocket AP/Router

The Firewall can detect and block DOS attacks, DOS (Denial of Service) attacks can flood your
Internet Connection with invalid packets and connection requests, using so much bandwidth and
S0 many resourcess that Internet access becomes unavailable.

Block DoS : @ Enable (7 Disable

| Apply | | Cancel |
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MAC Filter
You can choose whether to Deny or only Allow thosmputers listed in the MAC Filtering table to agxéhe Internet.

MAC Filters are used to deny or allow LAN computers from accessing the Internet.

[7] Enable MAC filtering

) Deny all clients with MAC address listed below to access the network
@ Allow all clients with MAC address listed below to access the network

Notebook2 010CFB3C0617

@| |Reset |

MAC Filtering table :

[ NO. [ Description | LANMAC Address |Select]

: Notebookl 00:0C:C6:3C:06:17
| Delete Selected ] [ Delete All ] [Reset]
Apply | | Cancel

MAC Filter
Enable MAC filtering: Tick this box to Enable the MAC filtering feature.

Deny all clients with MAC addresses listed | When selected, the computers listed in the MAQeFilg table will bdDeniedaccess to the
below to access the network: Internet.

Allow all clients with MAC addresses listed | When selected, only the computers listed in the MA@ring table will beAllowed access
below to access the network: to the Internet.
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P Filter
You can choose whether to Deny or only Allow, cotepwvith those IP Addresses from accessing ceRaits.

This can be used to control which Internet applicet the computers can access.
You may need to have certain knowledge of whathaeports the applications use.

Wireless-N Pocket AP/Router

| Enable |Advanced | DMz | Dos ImacEiter IpFilter |URLEilter

1P Filters are used to deny or allow LAN computers from accessing the Internet.

[¥] Enable IP Filtering Table

" Deny all clients with IP address listed below to access the network
@ allow all clients with IP address listed below to access the network

:
.

@} ‘ Reset ‘

o] “prcrvin | o 0 Ao —rotonl por et

192.168.0.100- =
1 Jack and John 197.168.0.101 BOTH 21-22 7]

[ Delete Selected J IDeIeteAHl Reset

IP Filter
Enable IP filtering: Tick this box to Enable the IP filtering feature.

Deny all clients with IP addresses listed | When selected, the computers with IP addresse#ispewill be Deniedaccess to the indicated
below to access the network: Internet ports.

Allow all clients with IP addresses listed | When selected, the computers with IP addresse#isgerill be Allowed access only to the
below to access the network: indicated Internet ports.
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URL Filter

You can deny access to certain websites by blodkaéyavords in the URL web address.

For example, “abc123” has been added to the URtkKahg Table. Any web address that includes “abci&8”be blocked.

Wireless-N Pocket AP/Router

DMZ | DoS |MACEilter | IpFilter |URL Filter

You can block access to certain Web sites for a particular PC by entering either a full URL address
or just a keyword of the Web site

[¥] Enable URL Blocking

URL/keyword

E | Reset |
Current URL Blocking Table :
(NO.|  URL/keyword | select |
1 abciz3 &
| Delete Selected | | Delete All | | Reset l
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8.2.5Advanced

The Internet section allows you to configure Auvanced settings of the router.

Network Address Trandation (NAT)

This page allows you to Enable / Disable the NekwAtdress Translation (NAT) feature. The NAT isu&gd to share one Internet
account with multiple LAN users.

It also is required for certain Firewall featuresatork properly.

Wireless-N Pocket AP/Router

NAT(MNetwork Address Translation) involves re-writing the source and/or destination addresses of
IP packets as they pass though a Router or firewall, NAT enable multiple hosts on a private
network to access the Internet using a single public IP address.

MAT : @ Enable ) Disable

| Apply |
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Port Mapping
Port Mapping allows you to redirect a particularga of ports to a computer on your LAN network.sThelps you host servers

behind the NAT and Firewall.

In the example below, there is a Mail Server tleguires ports 22 to 23.
When there is a connection from the Internet osehmorts, it will be redirected to the Mail SeraetP address 192.168.0.150.

Wireless-N Pocket AP/Router

| NAT  Portmap. | Portiw. | Portwri | Alc | wenp | 0os | Routing

Entries in this table allow you to automatically redirect common network services to a specific PC
behind the NAT firewall. These settings are only necessary if you wish to host some sort of server
like a web server or mail server on the local network .

[¥] Enable Port Mapping

:

{@ ‘ Resst
Current Port Mapping Table :

ol pescpion | tocuw
I

1 Mail Server 192.168.0.150 BOTH 22-23

[ Delete Selected | [ Delete All | [ Reset

| Apply | I Cancel ‘

Port Mapping

Enable Port Mapping | Tick this box to Enable the Port Mapping feature.

Description: Enter a name or description to help you identifg #ntry.

Local IP: The local IP address of the computer the serveossed on.

Protocol: Select to apply the feature to either TCP, UDP athBypes of packet transmissions.
Port range: The range of ports that this feature will be apptie
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Port Forwardi ng Wireless-N Pocket AP/Router
Port Forwarding allows you to redirect a particydablic -
port to a computer on your LAN network. This helps

you host servers behind the NAT and Firewall. Web o 17 B vour otol . Dencing on the retuestad servics CTCEAIDP) port umber, the -

router will redirect the external service reqguest to the appropriate internal server (located at one
of your local PCs)

In the example below, there is a FTP Server running {2/ Enable Port Forwarding
on port 21 on the LAN.
For security reasons, the Administrator would lige .
provide this server to Internet connection on B6rt
Therefore then there is a connection from the heer (Add] [Reset]
on port 30, it will be forwarded to the computetiwihe o T — o
IP address 192.168.0.100 and Changed to port 21. 1 FTP Server 192.168.0.100 21 BOTH 20 |
[ Delete Selocied | [ Deleto Al | [ Roset (Aoply] [Cancel | -

Port Forwarding

Enable Port Tick this box to Enable the Port Forwarding feature

Forwarding

Description: Enter a name or description to help you identifg #ntry.

Local IP: The local IP address of the computer the serviendsed on.

Protocol: Select to apply the feature to either TCP, UDP athBypes of packet transmissions.

Local Port: The port that the server is running on the locahgater.

Public Port: When a connection from the Internet is on this,gben it will be forwarded to the indicated lotRaladdress.
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Port Trigger Wireless-N Pocket AP/Router
If you use Internet applications which use non-gtad connections or port RN TR N ;
numbers, you may find that they do not functiorrectly because they are o ruogering, aiso calies specisl sopications allows you to use incernet appications which
blocked by the Wireless Router's firewall. Portgger will be required for A esteme et

these applications to work.

¥| Enable Trigger Port

PC-to-Phone
12120,12122 24150-24220

@ Reset

Current Trigger-Port Table :

) [ ok

Port Trigger
Enable Port Tick this box to Enable the Port Trigger feature.
Forwarding
Popular applications: | This is a list of some common applications withgetesettings.

Select the application and cligidd to automatically enter the settings.
Trigger port: This is the outgoing (outbound) port numbers fig gpplication.
Trigger type Select whether the application uses TCP, UDP onh Bgies of protocols for outbound transmissions.
Public Port These are the inbound (incoming) ports for thidiapfion.
Public type: Select whether the application uses TCP, UDP oh Bagtes of protocols for inbound transmissions.
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Application Layer Gateway (ALG)
Certain applications may require the use of ALGUeato function correctly. If you use any of thphcations listed, please tick and
select it to enable this feature.

Wireless-N Pocket AP/Router

The ALG (Application Layer Gateway) serves the purpose of a window between correspondent
application processes so that they may exchange information on the open environment.

| Descripton | Select |

H323 [

MMS [

TFTP ]
Egg ]
IRC ]

Amanda &

Quake3 I
Talk ]
IPsec |

FIE

SIP =
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Universal Plug and Play (UPNnP)
The UPNP function allows automatic discovery andfigoiration of UPnP enabled devices on your netwtirklso provides
automatic port forwarding for supported applicasido seamlessly bypass the Firewall.

Wireless-N Pocket AP/Router

Universal Plug and Play is designed to support zero-configuration, "invisible” networking, and
automatic discovery for a range of device from a wide range of vendors. With UPnP, a device can
dynamically join a network, obtain an IP address and learn about the presence and capabilities of
other devices all automatically. Devices can subsequently communicate with each other directly

[C] Enable the Universal Plug and Play (UPnP) Feature

Allow users to make port forwarding changes through UPnP

| Apply |

Universal Plug and Play (UPnP)
Enable the UPnP Feature: | Tick this box to Enable the UPnP feature to alleysorted devices to be visible on the network.

Allow users to make port Tick this box to allow applications to automatigadiet their port forwarding rules to bypass theviiall
forwarding changes without any user set up.
through UPNP:
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Quality of Service (QoS) Wireless-N Pocket AP/Router
QoS allows you to control the priority that thealat
is transmitted over the Internet, or to reserve a
SpeCIfIC amount Of Internet bandWIdth' ThlS IS to Quality of Service (QoS) refers to the capability of a network to provide better service to selected
ensure that applications get enough |nternet network traffic. The primary goal of QoS is to provide priority including dedicated bandwidth,

controlled jitter and latency (required by some real-time and interactive traffic), and improved loss

bandWldth for a pleasant user experience characteristics. Also important is making sure that providing priority for one or more flows does not

make other flows fail .

If not, then the performance and user experience  Total Bandwidth Settings
time sensitive transmissions such as voice ancvi  RELEEG_G_ ' -
could be very poor. powniink |

In order for this feature to function properly, the QoS : () Priority Queue () Bandwidth Allocation @ Disabled
user should first set the Uplink and Downlink
bandwidth provided by your Internet Service | Apply | [ Cancel
Provider.
Total Bandwidth Settings
Uplink: Set the Uplink bandwidth provided by your InterBetvice Provider.
Downlink: Set the Downlink bandwidth provided by your IntdrBervice Provider.
Priority Queue Sets the QoS method to Priority Queue.

Bandwidth Allocation: | Sets the QoS method to Bandwidth Allocation.

Disabled Disables the QoS feature.
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riority Queue Bandwidth Allocation Disabled

Priority Queue Method Qos :

Unlimited Priority Queue

Bandwidth priority is set to either High or Low. &h -

transmissions in the High queue will be processsd f The IP address will not be bounded in the
QoS limitation

High/Low Priority Queue

FTP °

20,21
HTTP ° 80
TELNET @ 23
SMTP ° 25
POP3 O 110
Name: ) Both - o
Name: ) Both - -
Name: ) Both - -
Unlimited Priority Queue
Local IP Address: The computer with this IP Address will not be bodnydhe QoS rules.
High / Low Priority Queue
Protocol: The type of network protocol.
High / Low Priority Sets the protocol to High or Low priority.
Specific Port Each protocol uses a specific port range.

Please specify the ports used by this protocol.

EnGenius®




98

Bandwidth Allocation Method
QoS : ) Priority Queue @ Bandwidth Allocation ) Disabled

You can set thenaximum amount of bandwidth

a certain protocol will use at one time. Or you c I Ocrioa ~
set aminimum amount of bandwidth that will be ~
guaranteed to a certain protocol. AL~

@ Reset

Current QoS Table:

o e
1 192.168.0.100 ~ - M I

LT 192.168.0.103 TCR 80 ~ 30 M
| Delete Selected | | Delete All | | Reset |
Bandwidth Allocation
Type: Set whether the QoS rules apply to transmissianateaDownload, Upload or Both directions.
Local IP range: | Enter the IP address range of the computers thatvwald like the QoS rules to apply to.
Protocol: Select from this list of protocols to automatic et related port numbers.
Port range: Each protocol uses a specific port range.

Please specify the ports used by this protocaol..

Policy: Choose whether this rule is to set a limit onNteximum amount of bandwidth allocated to this protocoltaset the
guaranteed Mimum amount of bandwidth for this protocol.
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Routing

If your TRAVEL ROUTER device is connected a netwaiikh Wireless-N Pocket AP/Router
different subnets, then this feature will allow thiferent subnets to

communicate with each other.

You can enable Static Routing to turn off the NAT function of the router and let the router forward
packets by your routing policy .

Note: NAT function needs to be disabled for the Routiegtfire to be enabled.

To take Static Route effect, please disable NAT function.

[T] Enable Static Routing

Destination LAN IP :

Default Gateway :

EECTR -

Current Static Routing Table :

m Destlna[t:)on Ll Subnet Mask Default Gateway m

Static Routing

Enable Static Routing: Tick this box to Enable the Static Router feature.

Destination LAN IP: Enter the IP address of the destination LAN.

Subnet Mask: Enter the Subnet Mask of the destination LAN IPreds

Default Gateway: Enter the IP address of the Default Gateway far dieistination IP and Subnet.
Hops: Specify the maximum number of Hops in the statidirg rule.

Interface: Select whether the routing applies to LAN or WANKeifiaces.
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i - Routerl
dietl 192 166,123,218 102 16,120,105 18.168.0.2
152, 18 .11
Clientd
192,163, 2.2
Destination Subnet Mask Gateway Hop Interface
192.168.1.0 255.255.255.0 192.168.123.216 1 LAN
192.168.0.0 255.255.255.0 192.168.123.103 1 LAN

So if, for example, Client3 wants to send an IR getcket to 192.168.0.2 (Client 2), it would usedbove table to determine that it
had to go via 192.168.123.103 (Router 2)

And if it sends Packets to 192.168.1.11 (Clienwill)go via 192.168.123.216 (Router 1).
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8 . 2 . 6TOOIS Wireless-N Pocket AP/Router
This section allows you to configure some devicgey settings. | _pdmin_|_Jime __DONS | Power | Dinanosis Firmware | Backun | _Res

Adm| n ;ggsc;:r%rjange the password that you use to access the router, this is not your ISP account

This page allows you to change the system passarmatdo configure

remote management.

Remote management allows the router to be configured from the Internet by a web browser, A
username and password is still required to access the Web-Management interface.

T T T
80 [¥]

| Apply | ‘ Cancel |

Change Password

Old Password: Enter the current password.
New Password: Enter your new password.
Repeat New Password: Enter your new password again for verification.

Remote Management
Host Address: You can only perform remote management from theipd IP address. Leave blank to allow any host to
perform remote management.

Port: Enter the port number you want to accept remoteagement connections.

Enable: Tick to Enable the remote management feature.
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Time
This page allows you to set the system time.

Wireless-N Pocket AP/Router

DDNS | Power |D'|a'|s |F|r|nware| Back-up | Reset

The Router reads the correct time from NTP servers on the Internet and sets its system clock
accordingly. The Daylight Savings option merely advances the system clock by one hour. The time

zone setting is used by the system clock when displaying the correct time in schedule and the log
i

Time Setup: Synchronize with the NTP Server -

Time Zone : (GMT)Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London

NTP Time Server :

=h
IIII m
n

Daylight Saving : ClEnable

From |January 1 To |January 1

Time

Time Setup: Select the method you want to set the time.

Time Zone: Select the time zone for your current location.

NTP Time Server: Enter the address of the Network Time Protocol (NS&rver to
automatically synchronize with a server on therhmé

Daylight Savings: Check whether daylight savings applies to your.area
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Dynamic DNS (DDNYS)

This free service is very useful when combined whaVirtual
Server feature. It allows Internet users to connect toryéirtual
Servers using a URL, rather than an IP Address.

Wireless-N Pocket AP/Router

| Power | Diaanosis | Firmware | Back-up | Reset

DDNS allows users to map a static domain name to a dynamic IP address. You must get an

ThIS a|SO SOIVeS the problem Of ha.V|ng a dynamladﬂreSS account, password and your static domain name from the DDNS service provider. .
With a dynamic IP address, your IP address maygghan ® Enable © pisable
whenever you connect, which makes it difficult tmoect to you. — Sk "

DDNS Services work as follows:

1. You must register for the service at one of thied<DDNS Service (Sont) [ Concel|
providers.

2. After registration, use the Service provider's rarprocedure to obtain your desired Domain name.

3. Enter your DDNS data on the ETR-9305’s DDNS screen, enable the DDNS feature.

4. The Wireless Router will then automatically enstina your current IP Address is recorded at the BMrvice provider's Domain Name Server.

5. From the Internet, users will be able to connegtotar Virtual Servers (or DMZ PC) using your Domaisime, as shown on this screen.

Dynamic DNS

Dynamic DNS Tick this box to Enable the DDNS feature.

Server Address: Select the list of Dynamic DNS homes you would likaise from this list.
Username / Password: Enter the Username and Password of your DDNS atcoun
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Power
This page allows you to Enable or Disable the wsgILAN power saving features.

Wireless-N Pocket AP/Router

| Power | Diagnosis | Firmware | Back-up | Reset

You can use the power page to save energy for WLAN interfaces.

Power Saving Mode :

CEUER © crcble  © Disable

|Apply] I Cancel |
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Diagnosis
This page allows you determine if the TRAVEL ROUTH®&vice has an active Internet connection.

Wireless-N Pocket AP/Router

Admin | Time | DDNS | Power |Dian05i5  Firmware | Back-up | Reset

This page can diagnose the current network status

e

Ping Result :

Diagnosis

Address to Ping: Enter the IP address you like to see if a succkesfinection can be made.

Ping Result: The results of the Ping test.
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Firmware
The firmware (software) in the TRAVEL ROUTER devican be upgraded using your Web Browser.

Wireless-N Pocket AP/Router

| DDNS | Power |Diagnosis | Firmware | Back-up | Reset

You can upgrade the firmware of the router in this page. Ensure, the firmware you want to use is
on the local hard drive of your computer. Click on Browse to browse and locate the firmware to be
used for your update.

[ Browse..

| Apply | | Cancel |

To perform the Firmware Upgrade:

1. Click theBrowse button and navigate to the location of the upgifdde
2. Select the upgrade file. Its name will appear edpgrade File field.
3. Click theApply button to commence the firmware upgrade.

Note: The Wireless Router is unavailable during the uggnarocess, and must restart when the upgradenipleted. Any connections to or through the
Wireless Router will be lost.
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Wireless-N Pocket AP/Router

| DDNS | Power |Diagnosis | Firmware =Back-up | Reset

Use BACKUP to save the routers current configuration to a file named config.dif. You can use
RESTORE to restore the saved configuration. Alternatively, you can use RESTORE TO FACTORY
DEFAULT to force the router to restore the factory default settings.

Restore to factory default : Reset
Backup Settings : Save

Browse...
Restore Settings : I
LUpload

Back-up
Restore to factory Restores the device to factory default settings.
default:
Backup Settings: Save the current configuration settings to a file.
Restore Settings: Restores a previously saved configuration file.
Click Browseto select the file. Thebpload to load the settings.
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Reset
In some circumstances it may be required to fdneedevice to reboot.

Wireless-N Pocket AP/Router

. pONS | Power |Diagnosis | Firmware | Backup | Reset

In the event the system stops responding correctly or stops functioning, you can perform a reset,
Your settings will not be changed. To perform the reset, click on the APPLY button.

Apply| Cancel |
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8.3 AP and Client Bridge Modes
When the TRAVEL ROUTER device is set to AP or CliBnidge modes, it will no longer allocate IP addes to its wireless clients.

To access the Web-Based configuration page, pfelise the following steps to set a static IP addréWindows XP/Vista).

1. Connect to the TRAVEL ROUTER using an Ethernet GAIIAN Cable.

2. Click Start and open Control Panel.

CUTE Internet

\‘;F]_ iTunes -~y e = e Moszilla Firefox
. 3 e =) E

g Internet L AT R L Windows v

....... 3!M’E° SRR =7 Calculator

[ § E-mail

Welcome Center
Defsuks |

Bgl & :

=l Control Panel H WordPad
[T Adobe Photoshep Elemerts POGram Acoess and

‘g 3.0 @

F—'Ej\ Windows Photo Gallery

o |
& Hotpad (_)) Fielp and Support
j‘) amch @ Adobe Photoshop Elements 3.0
L]
Ward 5 Uv Windows Speech Recagnition
=7 Run... T
m ——— E one €D vincows Medic center
About my

1 1&‘ Windows Uttimate Extras
A pairt
\.’j @ Snaglt8

All Programs D

- Log OFf @1 Thurm OFF Complter

> All Programs

7 start eoe” Start Search

Windows XP Windows Vista
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3. Windows XP, click Network Connection]

Windows Vista, clicHView Network Status and Tasks]
then[Manage Network Connections]

Tasks
. Network and Internet View computers and devices
M Connect to the Internet
= i ik ki and Gl Connect to a network:
Set up file charing : 5
i sl Set up a connection or network
Ienage network connections
Diagnose and repair
. . . . - |
4. Right click on Local Area Connectior] and chooseRroperties|. ﬂ
Local Area
Connection
Disable
Status
Repair

Bridge Connections

Create Shortout
Delete

Rename
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5. Check “Client for Microsoft Networks”, “File and iRter |@ I8 Client for Microsoft Networks |

Sharing”, and “Internet Protocol (TCP/IP) is tickéfohot, (] BQDS Packet Scheduler
please install them. FF_I J!ji File and Printer Sharing for Microsoft Networks)
Wl i Intemet Protocol Version & (TCP/IPvE)

Wl i link-Layer Topology Discovery Mapper 140 Driver
Wl & Link-Layer Topology Discovery Responder

nstall.. | Uninstal Propetties

6. Select‘Internet Protocol (TCP/IP)” and click Properties]

v} 9% Client for Microscft Networks

Wl B30 Packet Scheduler

v J%File and Prirter Sharing for Microsoft Networks
i i Intemet Protocal Version & {TCP/IPvE)

T intemet Protocol Version 4 (TCF/IPvd)
Wl - Link-Layer Topology Discovery Mapper 1/0 Driver
W - Link-Layer Topology Discovery Responder

Install... l Lininstall I Properties ||
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i Internet Protocol Version 4 (TCP/IPv4) Properties @lér
7. Manually set the IP Address. Then cli€X]

General

For example: You can get IP settings assigned automatically if your network supports
IP Address: 192.168.0.250 this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.
Subnet Mask: 255.255.255.0
i Obtain an IP address automatically

@Jse the following IP address:

IF address: 192 . 168 , O 250
Subnet mask: Jgg _ Jgg 750 )
Default gateway:

Obtain OMS server address automatically

i@ Use the following DNS server addresses:

Preferred DMNS server;

Alternate DNS server:

| Adwvanced... |

[ Ok, ]l Cancel I

=
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8. You should now be able to access the Web-Basedgcwation in your Web Browser.

@. , = ||&] hetpigiioz. 168001

9. Remember to configure the settings bacbtain an IP Address Automatically andObtain DNS Server Address
Automatically once you complete configuring the Web-Based iatesf

Internet Protocol Version 4 (TCP/IPw) Properties |?|

| General i-AIternate Conﬁguraﬁonl

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
‘ for the appropriate IF settings,

pbtain an IP address automatically
7 Uge the following IP address:

btain DNS server address automatically

) Use the following DNS server addresses:

| Advanced.., |

[ oK || Cancel |
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8.4 Client Bridge Mode

The Client Bridge mode turns the TRAVEL ROUTER iatavireless client, which then allows non-wireldssices to use its RJ45
port to access the network wirelessly.

8.4.1Wireless
This section allows you to configure which wirelestwork the TRAVEL ROUTER will connect to.

Basic
1. Configure which wireless network the TRAVEL ROUTERI connect to in the Wireless Basic page.
2. Use theSite Surveybutton to scan the area for available wireless astsv

Wireless-N Pocket AP/Router

| Basic |A||vance|l |M’ Profile

This page allows you to define S5ID, and Channel for the wireless connection. These parameters
are used for the wireless stations to connect to the Access Point.

2401 @671 ~
Site Survey : l Site Survey
I

Wireless Information

ESCH S=NAOWL

Connected
Channel : 1
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3. Select the SSID (wireless network) that you woikd to connect to, and then cliéidd to AP Profile.

Site Survey

e e S N 2 I v
1 1 SENAOWL 00:97:53:AA:11:1C WEP AUTOWEP 65 11bfg/n
2 1 SENAOWL 00:02:6F:53:0C:9B WEP AUTOWEP g1 11b/g
3 1 SENAOWL 00:02:6F:356:9C:0A WEP AUTOWEP 70 11b
4 1 SENAOVIP 00:02:6F:E0:02:12 NONE OPEM 44 11b/g
5 1 EnGenius2 06:02:6F:10:10:12 NONE OPEN e 11b/g
6 1 EnGeniusl 00:02:6F:10:10:12 NONE OPEM 2k 11b/g

- Ll CRLA AT AN ST e AN NN 07 irn ALITONAITT rr Ak i~

4. Enter the wireless security settings for this SSThen clickSaveto apply the settings.

AP Profile Settings
Network Name (SSID) : SENAOWL

Encryption : WEP -
Authentication Type : @ Open System Shared Key
Key Length : 64-bit -

Key type : Hex (10 characters) -

Default key :

Encryption Key 1 :

Encryption Key 2 :

Encryption Key 3 :

EEEEEERES

Encryption Key 4 :

5. Change your IP Address settings baclotmain your IP Address Automatically.
You should now be connected to the wireless netwodugh the TRAVEL ROUTER.
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AP Profiles

You can save the settings up to three wirelessorésvThe TRAVEL ROUTER will automatically conneotthe wireless network
in order of priority.

Wireless-N Pocket AP/Router

Basic |Ad_v.m] AP Profile

AP Profile Table
no.| ssip | mAc  [authentication|Encryption|Select]

1 EnGenius 00:00:00:00:00:00 Open System MNONE [

2 SENAOWL 00:02:6F:53:0C:98 Open System WEP ]

3 EnGenius3 0A:02:6F:10:10:12 Open System NONE [

|E| @| | Move Up | ‘ Move Down | I Delete Selected | | Delete All | | Connect |
AP Profile
Add: Manually Add a new SSID (wireless network) profile.
Edit: Edit the SSID settings.
Move Up / Down: Change the priority that the TRAVEL ROUTER will guett to these
SSID’s.

Delete Selected: Deletes the selected SSID profile.
Delete All: Deletes all SSID profiles.
Connect: Force connection to this SSID.

EnGenius®




117

Appendix A — FCC Interference Statement

Federal Communication Commission Interference Statment

This equipment has been tested and found to comiphythe limits for a Class B digital device, puasti to Part 15 of the FCC Rules. These limitsdasigned to provide
reasonable protection against harmful interferén@eresidential installation. This equipment gaes, uses and can radiate radio frequency eady)yif not installed and used
in accordance with the instructions, may cause hdrmterference to radio communications. Howewubgre is no guarantee that interference will natuo in a particular
installation. If this equipment does cause harnifitérference to radio or television reception, ebhcan be determined by turning the equipment off an, the user is

encouraged to try to correct the interference by afrthe following measures:

Reorient or relocate the receiving antenna.
Increase the separation between the equipmenkaed/er.

Connect the equipment into an outlet on a circifiiéicent from that to which the receiver is conreett

Consult the dealer or an experienced radio/TV tiecam for help.

This device complies with Part 15 of the FCC Ru@pgeration is subject to the following two condit$o (1) This device may not cause harmful interfeeg and (2) this device

must accept any interference received, includiteriarence that may cause undesired operation.

FCC Caution: Any changes or modifications not egplyeapproved by the party responsible for compkarould void the user's authority to operate ¢hjisipment.
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IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation expodimits set forth for an uncontrolled environmehhis equipment should be installed and operateld minimum distance

20cm between the radiator & your body.
We declare that the product is limited in CH1~CHby/Ispecified firmware controlled in the USA.

This transmitter must not be co-located or opegaitinconjunction with any other antenna or trangenit
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Appendix B — IC Interference Statement

Industry Canada statement:

This device complies with RSS-210 of the Industan@da Rules. Operation is subject to the folloviing conditions:

(1) This device may not cause harmful interfereaoel, (2) this device must accept any interfererceived, including interference that may cause sing operation.
IMPORTANT NOTE:

Radiation Exposure Statement:

This equipment complies with IC radiation expodimits set forth for an uncontrolled environmenhi§ equipment should be installed and operated mittimum distance

20cm between the radiator & your body.

This device has been designed to operate with gamaa having a maximum gain of 2 dBi. Antenna hgnarhigher gain is strictly prohibited per reguwas of Industry Canada.

The required antenna impedance is 50 ohms.
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