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Conventions

The following conventions are used to give the user additional
information about specific procedures or content. It is important
to pay attention to these conventions as they will prevent the
user from causing damage to themselves, equipment, or the
their environment.

General Conventions

The following general conventions are used in this document.

&

Example:
Indicates information used to demonstrate or explain an asso-
ciated concept.

Note:

Indicates additional information that is relevant to the current
process or procedure.

Important:

Indicates information that is important to know for the proper
completion of a procedure, choice of an option, or completing
a task.

\

CONVENTIONS

WARNING!

Warning information appears before the text it references to
emphasize that the content may prevent damage to the
device or equipment.

CAUTION!

CAUTIONS APPEAR BEFORE THE TEXT IT REFERENCES. CAUTIONS
APPEAR IN CAPITAL LETTERS TO EMPHASIZE THAT THE MESSAGE
CONTAINS VITAL HEALTH AND SAFETY INFORMATION.



Typographical Conventions

The following typographical conventions are used in this docu-
ment.

Italics

Indicates book titles, directory names, file names, path names,
and program/process names.

Constant width

Indicates computer output shown on a computer screen, includ-
ing menus, prompts, responses to input, and error messages.

Constant width bold

Indicates commands or information literally entered by a user
on the computer. Variables contained within user input are
shown in angle brackets (< >).

Bold

Indicates keyboard keys that are pressed by the user.

Vil

CONVENTIONS
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INSTALLING AND UNINSTALLING

1.1 Install EZ Controller

1. Copy the installation file ezc_installer_3_2.exe (Windows)
or ezc_installer_3_2.bin (Linux) from the companion CD
to a PC.

’ Note:
» The installation executables may also be downloaded from

the following FTP site:

2. Click on the executable to begin the installation.

e EnGenius®

__J CdNTHQL LER www, angenivinetworks. com
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INSTALL EZ CONTROLLER

Wait for the installer to load completely and follow the installa-
tion wizard instructions.



INSTALLING AND UNINSTALLING
Step 1: Introduction

1. Read the installation introduction and follow the instruc-
tions.

i® Engenius Zone Controller Installer ==

Installanywhere will guide you thraugh the installation of Engenius
Zane Caontroller 3.2

Itis strongly recommended thalyou quit all prograrms before
continuing with this installation.

Click the ‘Next' butben to proceed to the nexd screen. If you want to
change something on a previous screen, click the Previous' bullon,

You rmay cancal this installation al any time by clicking the ‘Cancel’
biuttan.

2. Click Next to continue to the next step, Previous to go
back to the previous step or Cancel to abort the process.
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STEP 1: INTRODUCTION
Step 2: License Agreement

3. Read the license agreement.

4. Click T Accept the terms of the License
Agreement to continue the installation or I do NOT
Accept the terms of the License Agreement to
not continue.

Note:
Clicking I do NOT Accept the terms of the

License Agreement will not allow the installation to
proceed.

Engenius Zone Controller Installer — oSl
9 i .

Installation and Use of Engenius Zone Controller 3.2 Redquires
RAcceptance of the Following License Agreement:

EvGenive Technologies, Inc.

EvGenius Zone Controller

SOFTWARE LICENZE AGREEMEMT

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT CAREFULLY
BEFORE DOWNLOADING OR USING THE SOFTWARE. BY CLICK

“AJREE" T0 DOWNLOAD THE SOFTWARE, YOU ARE COMSENTING TO
BE BOUND' EY THIS AGREEMENT. IF YOU DO WOT AGREE TO ANY TERM
OF THIS AGREEMENT, DO MOT DOWMLOAD THE SOFTWARE,

Simgle User License Qrant: Enlenius Technologies, Inc.

i@ [ accept the tems of the Lioense

(T 1 do HOT socapt the tems of the Lotss Agreemen]




STEP 3: CHOOSE INSTALL FOLDER

INSTALLING AND UNINSTALLING

Step 3: Choose Install Folder

5. Click Next to continue to the next step, Previous to go
back to the previous step or Cancel to abort the process.

1. Click Choose, or enter a file path name in the text box, to
define a program installation folder.

7‘ Note:
N For a Windows installation the default folder is \Program

S— Files\Engenius Zone Controller #.#\

For a Linux installation the default folder is
~\home\ [user] \Engenius Zone Controller #.#\

2. Click Restore Default Folder to restore the default
folder settings.

i '® Engenius Zone Controller Installer

Please choose a destination falder for this installation.

Where Would You Like to Install?
CAEngenin: Zane Controller 3.2

Restors Default Folder | | Choose.. |

1-3



INSTALLING AND UNINSTALLING

3. Click Next to continue to the next step, Previous to go
back to the previous step or Cancel to abort the process.

STEP 4: CHOOSE SHORTCUT FOLDER

Step 4: Choose Shortcut Folder

1. To choose a location for a shortcut file click on one of the
following choices:

In a new Program Group, enter the name of the
program group in the text box.

In an existing Program Group, select a pro-
gram group from the dropdown list.

In the Start Menu
On the Desktop
In the Quick Launch Bar

Other, click Choose to browse for a program group
folder.

Don’t create icons, skip this feature



INSTALLING AND UNINSTALLING

2. Click Create Icons for All Users to create short-
cut icons for all user accounts on the PC or leave
unchecked to create shortcuts for the current account.

e

iws Zone Controller Installer

Where would you like to create product icons?

@ Inanew Progom Group: Engrnduz Zome Controller 32

) In an eoastng Program Growp: | Accessones

1 SArnerany £ In the Stort e

O the Deskiop

7 Inthe Crodek: Lavnch Blar

3. Click Next to continue to the next step, Previous to go

back to the previous step or Cancel to abort the process.
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STEP 5: PRE-INSTALLATION SUMMARY

Step 5: Pre-Installation
Summary

1. Review the installation properties before continuing.

'® Engenius Zone Controller Installer =SR]

Please Review the Following Before Continuing:

Product Name:
Engenius Zone Controller 3.2

Install Folder:
C:Engens Fone Controfler 3.2

Shortcut Folder:
Co\Users Yves' AppData Reaming Microsoft Windows' Start
Meouw Programs' Engenius Zone Controller 3.2

Disk Space Information (for Installation
Targer):
Required: 24,024,281 Bytes

2. Click Install to begin the installation procedure, Pre-
vious to go back to the previous step(s) or Cancel to
abort the process.



INSTALLING AND UNINSTALLING

Step 6: Installing

View the progress of the installation in the following screen.
When the installation finishes the ITnstall Complete screen
is shown.

‘® Engenius Zone Controller Installer
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STEP 6: INSTALLING

Step 7: Install Complete

1. Review the notes on the Install Complete screen.

2. Click Done to close the installation wizard.

*® Engenlus Zone Controller Installer s & 5 &

Congratulations! Engenius Zone Controller 3.2 has been
successfully installed 1o

CAEngenius Zone Controller 3.2

Prass "Dane” to quitthe installer.

3. Launch EZ Controller from the application shortcut.




INSTALLING AND UNINSTALLING UNINSTALL EZ CONTROLLER

1.2 Uninstall EZ Controller

1. To uninstall EZ Controller from the system click the unin- 2. Wait for the uninstaller to load completely and follow the
staller executable shortcut. installation wizard instructions.

’ Note:
b If there is no shortcut to an uninstall executable, locate [EZ

Controller install path]\_Engenius Zone Controller

2.1 _installation folder. Run the uninstall executable Change
Engenius Zone Controller 3.2 Installation.exe
(Windows) or Change Engenius NMS 3.x Installa-
tion.bin (Linux).
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INSTALLING AND UNINSTALLING

Step 1: Introduction

1. Read the uninstall introduction and follow the instructions.

e

[ 'm Change Engenlus ZuneConu'glhr‘E_Z_lnslill_iuun 3

About to uninstall,
Engenius Zong Controller 3.2
InstallArmswhene will ramcove the faatures that weare installed during

praduct installation. Files and folders created after installation will
not be remaoved,

2. Click Uninstall to begin uninstalling the application or
Cancel to abort the process.

1-8

STEP 1: INTRODUCTION

Step 2: Uninstalling

The un-installation in progress. This could take about 30 sec-
onds.

View the progress of the uninstalling procedure in the following
screen. When the installation finishes the Uninstall Com-
plete screen is shown.

Sl

“m Change Engenius Zone Controller 3.2 Installation

Pleete wait whale lnstalld rppwheve's undnstsller rermcoes the follovwing featuses

Lol
P

Files
Launchanywheres
Shoutcuts/LinksiAliases
Registry Entries
Folders

Others Category

Uninstall Cor

Uninstalling... DORADONET-ME SH-MIB.mib

......................................... — |




INSTALLING AND UNINSTALLING

Step 3: Uninstall Complete

The uninstall process is complete. The EZ Controller applica-
tion is now removed from the PC. Please note that the files cre-
ated after the installation, such as profiles and data files, will not
be removed by the uninstall process.

“m Change Engenius Zone Cmtrg!leﬁ.z Installation L L=

The following items could not be removed:

Unable to remove directory: C:\Engenius Zone Controller 3.2'bin

You should restan the systerm to complete the uninstallation.

Cancel Previous |

1-9

STEP 3: UNINSTALL COMPLETE
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SOFTWARE LAYOUT

2.1 Software Layout

The EZ Controller software application is divided into four pan-
els, Map, Statistics, Device (Managed Access Points) and User
(User List). Switch between panels by clicking on one of the
tabs located near the top of the screen.

Map Panel

The Map panel displays the live status of managed network
devices as a line graph. Devices that have been discovered
and placed are plotted on the map area in the left section of the
panel. Devices that are new and have not been placed are
listed in the Unplaced APs listin the right section of the panel.

2-1

SOFTWARE LAYOUT

To place a device on the graph drag the item from the
Unplaced APs section to the line graph section.

B e Zone Canis

EnGenius’

SYSTEM LOG



SOFTWARE LAYOUT STATISTICS PANEL

Statistics Panel 4. Click Upload, Download or Clients to view specific
information.

The Statistics panel monitors the network traffic statistics of
node units in the access point (AP) list.

Device Panel

To view upload, download or client information do the following: The device panel shows discovered APs and associated net-

work information. From this panel, individual devices can be
located, rebooted, have firmware upgraded or reset to default
settings.

1. Click on an device in the AP list.

EnGenius’

AP STATS
STATISTIC
AP LIST

EnGenius

map STATS. DEVICE

MANAGED ACCESS POINT

[ ==y

2. Select either a default Period or Start Date and End
Date.

3. Click Generate.

2-2



SOFTWARE LAYOUT USER PANEL
User Panel

The User panel shows network information for clients con-
nected to a specific AP. From this panel individual users can be
blocked or unblocked from connecting to an AP.

MAP. STATS. DEVICE USER
USER LIST

[ I

Show Blockad User

2-3
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FEATURE LIST

3.1 First Time Login

The first task to perform after installation is to change the
default administrative password. Failure to do so could allow

access to the network by unauthorized users.

’ Note:
L
word is admin.

To change the default administrative password do the following:

1.

The default administrator id is admin and the default pass-

Click on the EZ Controller shortcut created during the

installation to show the login screen.

EZ EnGenius Zone Controller - Network Management Software E@é]

3-1

FIRST TIME LOGIN

2. Enter the default administrator ID and password and click
Login to show the main screen.

Administrator / Logout |~ SETTINGS

REFRESH INTERVAL [T sec

3. Click SETTINGS to show the settings dialog.

[ EZ Settings @-\

Admin : Block List

Login Details
User Name admin (Administrator)
Login Since  2012-02-03 15:19:51

Password “Change

User List

I add— L Edit—| | _Delate—| L Refresh-|

User Na... Status

e

4. Click Admin to show the Login Details panel.




FEATURE LIST

5. Click Change to show the Change Password dialog.

Current Password

MNew Password
Confirm

OK Cancel

Enter admin in the Current Password text box.

Enter a new password in the New Password text box.

© ® N o

Click OK to save changes or Cancel to abort.

Enter the new password again in the Confirm text box.

3-2

FIRST TIME LOGIN



3.2 Logging Out

Log out at the end of each session to avoid unauthorized
access by users.

To log out from the system, click Logout.

Administrator / Logout ~ SETTINGS

3-3



FEATURE LIST

3.3 User Accounts

Multiple users can access and use the EZ Controller Network
Management Software. Each user has the same privileges as
the administrator except for the ability to create, edit and delete
users.

Viewing the User List

To view the user list do the following:

1. On the main screen click SETTINGS to show the Set-
tings dialog.

Administrator / Logout |~ SETTINGS

REFRESH INTERVAL [T sec

3-4

USER ACCOUNTS

2. Click Admin to show the Login Details panel.

EZ Settings

Admin

User Mame

User List

UserID

Login Details

admin (Administrator)
2012-02-03 15:19:51

“"Change

User Na...

Block List

i Add— il _Edit— || Delete—|  LRefresh.|

Status

|

2

userl

Active

e

The list of users is located at the bottom of the screen.



FEATURE LIST

Creating a User Account

The administrator creates user roles to allow multiple user
access to the EZ Controller Network Management Software. A
user role is comprised of a user name, password, user privilege
level and status.

To create a user do the following:

1. View the User List in the Settings dialog. See Viewing
the User List.
2. Click Add to show the Add New User dialog.

3. Enter a user name in the User Name text box.

Add new user to the list

User Mame

Fa d
Confirm
User Level [JUESS -

Status Active

T

4. Enter a password in the Password text box.

5. Enter the password again in the Confirm text box.

6. Select User from the User Level dropdown list.

3-5

CREATING A USER ACCOUNT

’ Note:

» Setting a user status to Active allows the user to login
s immediately. Setting the status to Inactive creates the user
account but does not allow the user to login.

7. Select Active or Inactive fromthe Status dropdown
list.

8. Click OK to save changes or Cancel to abort.



FEATURE LIST

Editing a User Account

The administrator has the privilege level to edit the properties of

a user account.

To edit a user account do the following:

1. View the User List in the settings dialog. See Viewing

the User List.

2. Select a user account from the list.

3. Click Edit to show the Edit User dialog.

Edit the selected user

User Mame  [FEE88

[l change Password ?

Password
Confirm
User Level [QUESS -

Status Active -

e

4. To change the user name, enter a user name in the User

Name text box.

5. To change the password, click Change Password.
a. Enter a password in the Password text box.

b. Enter the password again in the Confirm text box.

3-6

EDITING A USER ACCOUNT

6. To change the status, select Active or Inactive from

the Status dropdown list.

7. Click OK to save changes or Cancel to abort.



FEATURE LIST DELETE A USER ACCOUNT

Delete a User Account 4. Click Yes to confirm deleting the user account or No to
abort.

The administrator has the privilege level to delete a user
account.

To delete a user account do the following:

1. View the User List in the Settings dialog. See Viewing
the User List.
2. Select a user account from the list.

3. Click Delete to show the Delete User dialog.

-

EZ Settincs =

Admin Block List

Login Details

UserName admin (Adminstrator)

2012-02-03 15:19:51

3-7



FEATURE LIST

3.4 Network Discovery

The primary purpose of the EZ Controller Network Manage-
ment Software is to monitor and manage network devices. To
accomplish this task, EZ Controller broadcasts SNMP packets
across the network and waits for responses from network
devices, or nodes. Active devices respond to the packets and
report their availability.

’ Note:
» An active device, or network node, must implement an SNMP

interface for the EZ Controller Network Management Software
to discover it.

To start the discovery process, do the following:

1. Open the main screen of the application.
2. Click MAP to view the map panel.

3. Click start to begin the scanning process.

MAP STATS DEVICE

MAP: leaNewal lagjecs lugtartad MAP LOAD:

During the scanning process the software discovers active net-
work nodes and adds the nodes to UNPLACED APs. The fre-
quency of the scanning process is determined by the REFRESH
INTERVAL value. The default value is 30 but can be changed
by clicking on the dropdown list and selecting a different value.

NETWORK DISCOVERY

ReFRESH INTERVAL ERY sec

To view a graphical representation of the node, drag-and-drop
the node to the map area.

To stop the discovery process, click Stop.

CONFGURE

STATIONS

If a network node’s SNMP interface is implemented but the EZ
Controller Network Management Software can not discover it,
the scan settings may need to be changed.



FEATURE LIST

To change the discovery settings, do the following:

4.

Click SETTINGS to show the settings dialog.

5. Click scan to show the Scan panel.

Enter a value shared by all network devices in Read-
Only Community. Default value is public.

Enter the IP address of the default gateway of the net-
work in TP Address. Default value is
255.255.255.255.

Enter the network device SNMP port number in Port.
Default value is 161.

Click Change to save the settings

( EZ Settings &r

Block List

Sl sedti

Broadcast Selting

The broad figurations for the scan
ism rch for APs

NETWORK DISCOVERY

Restart the discovery scan to apply the changes.



FEATURE LIST MAP TaAB

3.5 MAP Tab

The map is the plotting area for the EZ Controller Network Man- 2. Select a map image.
agement Software to illustrate the actual deployment of network
node units at a site.

DEVICE USER

STATS

MAP

mAP: [Einewl ([Eigiecl [istopel maP LOAD: Limport—| |Export—| CONFIGURE
EG Import Background Image

Background Image ko v o 2o i |
o B .
: , — 1l tene: B e
A user can upload an image file to use as the background map _ - el i
for EZ Controller. For example, if EZ Controller is monitoring a € gjj;ol?;ﬁmmman \
network on a campus, a user can upload a map of the campus @ |
to EZ Controller and drag the network node unit to a position on i & P EE
the map that represents the actual deployment position. The el |
map helps users get a better understanding about the position 313 |
and arrangement of the nodes. L oy Compuer -
= 2 M | [] A
i< .é Flename:  stepl.jpg : !>io’J

To upload a new background image do the following:

- [y Metwiork
Places Files of type: }'q" Images |vj [ Cancel ]

&
1. Click the import m® icon on the map to show the image
browse dialog.
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3. Click open to show the image in the map area.

MAP STATS DEVICE USER

map: [anewe] [Cigitecd [stopod map LOAD: Limport—! [-Export—| CONFIGURE

DETAILS SCALING LEGEMND

3-11

TRANSPARENCY
Transparency

Users can alter the transparency of the background map to
more effectively emphasize the network nodes and the map.

To change the transparency of the map image click 0% to
decrease visibility and 100% to increase visibility.

[igteped maP LOAD: [ wmport-—| | Export-| CONFIGURE

(igtop-al map 1L 0AD: " tmport—| | Export | CONFIGURE



FEATURE LIST
Map Zoom

Users can zoom in and out of the map area to focus on specific
content.

, Note:
» Users are advised to zoom out on the map to the maximum

when plotting a network node to get the most accurate coordi-
nates.

The zoom tool is located on the right side of the map. To zoom

in, click the Zoom in "i'l, icon.

.=.
—
=
2
&

1
REHCY 0

To zoom out click the Zoom out [‘-;1, icon.

MAP ZOOM
Map Scale

The map scale is the ratio of the distance on the map to the cor-
responding distance on the actual ground. Use the scale ruler
located at the top left corner of the map to view the ratio.

In the following image, the map scale is 0.4633m per 100 pixels

on the map, meaning every 100 pixels on the map indicate
0.4633 meters on the actual site.

’ Note:
» The width of the scale bar is equal to 100 pixels.

. E— r
MAP SCALE: 0. 4633 TR#

To define the scale ratio or a map do the following:

1. Click SCALING on the bottom menu bar to show an
instruction dialog.

3-12



FEATURE LIST MAP SCALE

4. Enter the actual distance value for the scale bar in the
Scale text box.

&J\

LABELS DETAILS A 5 G LEGEMD

[

2. On the map area, click a starting point (A) and an ending I

point (B) to define the scaling distance. 5. .Click the scale unit dropdown to select a unit of measure-
ment.
____________--B 6. Click OK to save changes or Cancel to abort.
F

3. Click Next to proceed to the next step or Cancel to
abort.
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Create New Map

Users can create multiple maps with different backgrounds and
view them simultaneously in a tiled or cascading pattern.

An example might be when the network node units are located
on different floors in the same building. A user can create sepa-
rate maps, each with a different background image, and place
the node units accordingly.

To create a new map do the following:

1. Open the main screen.

2. ,Click New to show the Create Map dialog.

MAP STATS DEVICE

MAP: lanewasl [umiecs] [ugtartd MAP LOAD:

3-14

CREATE NEw MAP

3. Enter a map name in Map Name.

r .
EZ Create Map w

Please enter a name for the new map and specify the map
image file destination

Map Mame [l
Map Image (=R E=10] - Browssa |

OK Cancel

4. Enter the file path for the map image in Map Image.
5. Click oK to save changes or Cancel to abort.

When more than one map is loaded, the maps are by default
displayed in cascading form. Users can switch to any map by
using the Map Load dropdown.

Lestoped map LoAD: [ENITNoaRd “import-) [ogx

kest123
| et prafEW oot o ee—
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Users can switch the map view to tile mode by clicking Tile.
The following image shows two maps in tile mode.

MAP; [inew-] [Cascaded [“stopil map LoAD: [<amport-| [-Export-| " CONFIGURE

|
NGRNEREH ) 0% ™! 100% S ANGENRRER! 0% 100%
KE! 0,4633m X A g ‘ﬁ!_E- 3,0443m X
appima
£ & Pocelving £
L P S prwies L L
i T il i
Q m =

Parkirea
‘ Garmge

AT G
ol Dl

The Towsds Student Servii

[2]

SCALING

SCALING LAEELS DETAILS

DETAILS COVERAGE

LABELS COYERAGE

To switch back to cascade mode click Cascade.
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Node Labels

NODE LABELS

Network nodes can be labeled with an IP address, a MAC

address or a custom value.

To change a network node’s label do the following:

Note:

1. Open the main screen.

The default label for a network node is their IP address.



FEATURE LIST NODE LABELS

2. Click LABELS to show the label properties dialog. 5. To select the type of label click IP Address, MAC Address
. . . or Alias.
| | !
= 2y i i el =[] W i & R 2B LR
< s
- . ERFP350 . i i = ‘
B 8. 1,110 - _— ':E'; —gm— o D

v Model Name

Show Label
O IP Add Show Model Mame
' Address s'
AC A o Show Label
@ MAC Address | EAP150

@ |P Address 11246 fhe:
@ MAC Address
@ Alias

@ Alias

Figure 3-1: Label Type: IP Address

3. To show the network node model name on the map click Figure 3-2: Label Type: Mac Address
Show Model Name.

4. To show the network node label on the map click Show
Label.
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EA 0

]
LY

I

HIemMits o

m

EAR350

Show Model Name

Show Label

@ |F Address

@ MAC Address

@ Alias

Figure 3-3: Label Type: Alias

The default alias for a network node is the system name
assigned to that device.

To edit a network node alias do the following:

1. Right click on a node.

3-17

NODE LABELS

2. Click cChange Alias on the context menu to show the
change AP alias dialog.

I
©

ELFIEG

Properties
Configure AP
Launch Web Config
Coverage Constant

Change Alias

Delete fromMap
—
T Il

3. Enter a new alias for the selected node.

EZ Change AP Alias [

Enter the alias for the AP (192.168.1.10)
APUDJJ

i -
| [

4. Click OK to save changes or Cancel to abort.




FEATURE LIST NODE DETAILS

Node Details Node Coverage

User can set the EZ Controller Network Management Software EZ Controller Network Management Software can show the
to display the system information of the nodes plotted on the estimated network node coverage area. The coverage map is
map. plotted based on the transmit power of the node, with the

assumption value of cable loss and antenna gain.
To display system information for all nodes click DETATLS.

| ;. ol ! Pocm e e ]
(AP SEALETT [ 2 quaam] | S 1]
_____ EAP300
192.1568.1.30
| ¥
..... EAP350
i Pt L4 s e | b o | TN N N N 1t 1 e 1 I I
MR W [T T, (1 [ [T [ 1]
Country: Unknown =1 |- ! ’-‘
Uptime: 1 hre, 51 min S EANE ( Es. P bbb SR L) ]
#User: 0 | AL EAP300
| E— . 1L | AR S 192,168.1.20 L] S 1] G St |
L — : i

COVERAGE SCALING LEGEMD LABELS DETAILS COVERAGE SCALIMNG LEGEND

To configure the value of cable loss and antenna gain do the
following:
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1. Click the assumption link to show Coverage Calculation

Constant dialog.

COVERAGE

2. Enter the cable loss value in Cable Loss.

192,168,120

The coverage map is plolted base on the follow ing

SCALING LEGEND

Parameter

Cable Loss

Antenna Gain

b

-
EZ Coverage Calculation Constant

Coverage Constant for node 192.168.1.30

Value

dBm

2.0 dBm

Change Close

===

3. Enter the antenna gain value in Antenna Gain.

4. Click Change to save changes or Cancel to abort.

, Note:

» These values are the common values that apply to all nodes

that are discovered by EZ Controller.

To specify the cable loss and antenna gain for a specific node

do the following:
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1. Right click on a node on the map

Launch Web Config

] Properties
tﬁ'l‘l Configure &P
BCRIT > =
I

| Coverage Constant

Change Alias
|

| Delete from Map

Coverage Constant for node 192.168.1.30

Parameter

Antenna Gain eyl

Change

L

F B
EZ Coverage Calculation Constant w

NODE COVERAGE

2. Click Coverage Constant on the context menu to
show the Coverage Calculation Constant dialog.

3. Enter the cable loss value for the node in Cable Loss.

4. Enter the antenna gain value for the node in Antenna
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5. Click change to save changes or Close to abort.
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3.6 Nodes Properties

Network nodes are classified by type and visually defined on
the map with icons. The node details, radio type and client list
can are shown by viewing a node’s properties. The icon defini-
tions are located in a legend that can be accessed by clicking

LEGEND.

LEGEND

‘ Mesh Gateway
@ Client Relay
€, AP Bridge

'_‘ WDS Bridge
» WDS Router

€, Client Router

‘; Unknown

.,' Mesh Relay

& +F Router
@& wos AP

& wos station

¢, Client Bridge

‘ Repeater
&’ Inactive

To show node properties do the following:

1. Right-click a node on the map.

NODES PROPERTIES

2. Click properties on the context menu to show the

properties dialog.

Properties

Configure AP
Launch Web Config
Cowerage Constant

3. Click Details to show a network node’s system informa-

tion.

EZ 192.168.1.10

Details
Overview
MAC Address

Model

Country
IP Address
Uptime

# Users

Radio

6fibc:07:3a
EAP350
1.1.0.6 build-120113 (5b396d4a)

N/A
1 8.1.10

0 days, 22 hours, 16 minutes
6
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4. Click rRadio to show information about the wireless inter-

face.

EZ 192.168.1.10

Details Radio Users
Radio Settings
Auto
20 dBm

1.085M f 1.500G
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NODES PROPERTIES

5. Click Users to show all clients connected to a specific

node.

EZ 192.168.1.10

Details Radio Users

Chent List

i -54dBm
i -53 dBm
-49 dBm
-50 dBm
i -55dBm
-72 dBm

-55 dBm

LRestart| |_Close

Block
Block
Block
Block
Block
Block
Block

Click the refresh icon (A) to reload the information shown in the

properties window.

Details Radio Users
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3.7 Block Node

The Block List allows the administrator define unwanted

network nodes to be filtered by the discovery loop. ’ Note:
»
) ) The and n buttons work identical to the left
To manage the block list do the following: and right buttons except they move all the nodes at once.
1. Open the main screen. - \
P EZ Settings @

2. Click SETTINGS to show the Settings dialog.
Admin Block List

3. Click Block List to show the Block List panel. Hikick Tt
Allowed List Blocked List

’ Note: (1681, : W 192,158,130
» When network nodes are discovered by EZ Controller they A

are automatically added to the A1lowed List.

4. To block a network node do the following:

m Click on the node in A1lowed List.

m Click the right arrow button “ to move the
selected unit to the Blocked List.

5. To unblock a network node do the following:

A

m Click on the node in Blocked List. 6. Select save to save changes

m Click the left arrow button to move the selected
unit to the Allowed List.
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IMPORT/EXPORT PROFILE

3.8 Import/Export Profile

When a user has configured EZ Controller with background
images and set network node properties, the user can save the
current settings as a profile. This profile can be loaded the next
time the application is run so user does not need to repeat the
configuration task again.

To save map and node settings as a profile do the following:

1. Click Export to show the Export Map Profile dialog.

MAP LOAD: ERpiabd “import-! [“Export-|

2. Enter a profile name in File Name.

EG Export Map Profile

Save in: |'J:I Map |v]

. =] office
ﬁ =] test

My Recent
Documents

F‘I._'-'

Desktop

=~

My Docunments

e
3. Click save to save the file name or Cancel to abort.

To load a profile into the current EZ Controller session do the
following:

1. Click Import to show the Import Map Profile dialog.
2. Click on a profile in the dialog.
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3. Click Oopen to load the profile or Cancel to abort.

Look in: |E[|Map lj E-—g|

My Recent
Documents

§ File: name: |test.map | [ open |

Iy MNetwork

Flaces Files of type: Map Profile (*.map) EI Cancel
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3.9 STATS Tab

The Statistics panel shows discovered network nodes and their
upload, download and client connection information.

To view statistical information for a specific network node do the
following:
1. Click on an IP address in the AP List.
2. To select a default period do the following:
m Click Period to enable the period dropdown list.

m Click the period dropdown list and select an item from
the list.

3. To select a custom period do the following:

m Click start Date to enable the start and end date cal-

endars.
m Click the start date calendar and select a date value.
m Click the end date calendar and select a date value.

4. Click Generate.

STATS TAB

Click UPLOAD to view upload data usage.

MAP

STATISTIC

AP List

- 192,166,1.250
- 192,168, 1,138
-192.188.1.126
-192.166.1.75

- 192.168.1.139
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““Generate

Upload Bytes

Mowv 14 16:20 Mov 14 16:40 MNov 14 17:00 Nov 14 17:20
Time

Figure 3-4: Upload Data (Kbytes)
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Click DOWNLOAD to view download data usage.

MAP
STATISTIC

AP List
- 192.168.1.250
- 192.168.1.138
- 192.168.1.126
- 192.168.1.75
- 192.168.1.139

UPLOAD | DOWNLOAD | CLIENTS
Download Bytes

" Generate

7N-:-v 14 16:00 Nov 14 16:20 MNov 14 16:40 Noy 14 17.00 Nov 14 17:20
Time

Figure 3-5: Download Data (Kbytes)
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Click CLIENTS to view client connections.

MAP
STATISTIC
AP List

- 192.168.1.250
-192.1638.1.138
-192.168.1.126
- 192.168.1.75
-192.168.1.139

UPLOAD | DOWKLOAD | CLIENTS
Client No.

STATS TAB

" Generate

0.75

5

0.25

MNov 14 16:00 Nov 14 16:20 MNov 14 18:40 Mov 14 1700

Figure 3-6: Client Count.

Nov 14 17:20
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3.10 DEVICE Tab

The DEVICE tab, or Managed Access Point panel, shows a full
or filtered table of devices connected to the active network
node.

MAP STATS DEVICE
MANAGED ACCESS POINT

oo e

ss | 1P Address o . Mode at o Channel Last Lipdate
01438 6e . | 192168150 ko n et Ata F01111-14 17:46:3
ENF500 192.166.1,126 | Chent Bridge, ctive | z chennell(1) 2011-11-14 17:46:33

192.166.1,138 o X aute(0) 2011-11-14 i35
;;;;;;;;; it 152.168.1 [

75 asta 2011-11-14 17:46:33
192.168.1.159 it Bridge et % 5 ehannel1 {14} Z011-11-14 17:46:%

By clicking on an individual device in the table and clicking
Locate, a user can view the location of the node on a map.
This feature is useful when EZ Controller is monitoring a num-
ber of nodes or loading multiple maps.

If the user is an administrator they can also use the reboot and
upgrade firmware features on selected nodes. For more infor-
mation about the reboot feature, refer to Node Reboot. For
more information about the upgrade firmware feature, refer to
Node Firmware Upgrade.
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3.11 USER Tab

The USER tab, or USER List panel, shows the active clients
that are connected to the network node unit. The Search User
and Filter by AP fields can be used to filter clients displayed in
the list.

| 1P Address | Access Point | sionsl owin ime [ Last Updats
[ o000 168.1,138 [ENHz0Z] | -133 dEm 4155 21.99 e 1-11-14 1759144

X 1921 [zt
[ 152,186,111 192.168.1.136 [FNHE02] | -123 dbm in 31 Sec [ 201114 1754044
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3.12 Block User

The administrator can block users from connecting to specific 5. Click Execute to add the selected client to the block list

network nodes. of the network node unit.

Blocked users are not allowed to connect to managed network ’ Note:

nodes until they are unblocked by the administrator. Some network node units require a reboot for the changes to
take effect. For this purpose, the administrator must click

To block a user do the following: Reboot to complete the task.

1. Open the main screen.

2. Click on USER to show the User list.
3. Click on a user in the user table.
4

. Click Block User to show the Block User dialog.

EZ Block User &J

Block the following client from associating to the
AP

¥ 00:02:6f:03:29:16

Execute_' " Close

* Note that you need to reboot the AP in order for the
configuration to take effect

“Reboot
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3.13 Unblock User

The administrator can unblock users who have been blocked
from connecting to specific network nodes.

On the other hand, unblock a client is similar to the block action.
Select one or more blocked client from the user list, and click
the Unblock button. The Unblock User window would popup as
illustrated

To block a user do the following:

1. Open the main screen.
2. Click on USER to show the User list.

3. Click on blocked user(s) in the user table.
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UNBLOCK USER

Click Unblock User to show the UnBlock User dialog.

Unblock the following client to associate to the AP

¥ 00:02:6F:03:29:16

Execute Close

* Note that you need to reboot the AP in order for the
configuration to take effect

Reboot

4. Click Execute to remove the selected client from the
block list of the network node unit.

Note:

Some network node units require a reboot for the changes to
take effect. For this purpose, the administrator must click
Reboot to complete the task.



FEATURE LIST

3.14 Node Reboot

There are occasions when an administrator needs to reboot a
device and this can be accomplished remotely using the EZ
Controller Network Management Software.

There are two methods to rebooting network node units. To use
the first method do the following:

1. Open the main screen.

2. Click DEVICE to show the Managed Access Point panel.
3. Click on network node unit(s) to be rebooted.
4

Click Reboot to show the Reboot dialog.

“Reset Default

““Upgrade

“Reboot
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5. Click Reboot Now to reboot the device(s).

==

Click the ‘Reboot Mow® bulton to issue the reboot
command to the following AP

¥ 192,168,1.30

“Reboot Now

To use the first method do the following:

1. Right-click on a network node to show the context menu.
2. Click Properties to show Properties dialog.

3. Click Restart to show the Reboot dialog.

Counfry

/A
IP Address 192,168.1.10
Uptime 0 days, 22 hours, 16 minutes

# Users B
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4. Click Reboot Now to reboot the device(s).

e ]

k the ‘Reboot Mow’ bulton to issue the reboot
command to the following AP

¥ 192.168.1.30

“Reboot Now

3-33

NODE REBOOT



FEATURE LIST NODE FIRMWARE UPGRADE

3.15 Node Firmware Upgrade

The administrator can use EZ Controller Network Management 5. Click on a firmware upgrade file in File List.
Software to perform firmware upgrades on the network node
units. EZ Select firmware file to upload M
Note that the firmware file must be placed at ftphome/
di tory to be able to upload to dex
wd ot Sever ke
» The upgrade process is executed via the web config method M:Er PEETESS it =
——— File List:

so users need the Web GUI Configuration page username
and password.

EAP150_300-V1-2-1-328.dIf

First of all, switch EZ Controller to the DEVICE tab and select
the unit you would like to upgrade. Then, select the Upgrade
button at the bottom of the device list.

To perform a firmware upgrade do the following: File Name

OK Cancel

. Open the main screen.

b

1

2. Click DEVICE to show the Managed Access Point panel. 6. Click Ok to upgrade or Cancel to abort.
3. Click on network node unit(s) to be upgraded.
4

Click Upgrade to show the firmware upgrade dialog.

“locate | {7 Reboot “Upgrade | (“ResetDefault
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Note:

The upgrade and reboot process takes about 60 seconds.

[ Upgrading u

@ The firmware upgrade is in process and it takes about 60 seconds.
After that the system would reboet automatically.

Click OK to continue.
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3.16 Quick Config

Quick Config allows simultaneous configuration of multiple

nodes of the same model.

To perform a quick configuration do the following:

1.
2.

Open the main screen.

Click MAP to show the Map panel.

Click CONFIGURE to show the Quick Config dialog.

—

Click the nodes to configure.
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Quick CONFIG

’ Note:
When a node is checked other nodes that are different mod-

els are disabled.

r - L |
EZ Quick Config w

The Qlu ck Config feature allows configuration on multiple nodes
(same model) simultaneously. Note that in order for a setting to
lake: efecl, device musl be rebooled dller confligure
STEP 1: SELECT NODES
' 152,168, 1. 10 (EAP350)

W 1c2.168.1.30 (EAP300)

W 152.158.1.20 (EAP150)

e

5. Click Next to proceed to the next step.
6. Click the Parameter dropdown list to select a parameter.

7. Click the Vvalue dropdown list to select a value.
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8. Click save to save the configuration and show the Status 10.Click on nodes in the list to reboot.
screen or Back to return to the previous step.

F |
EZ Quick Config e ]

The Qlu ck Config feature allows configuration on multiple nodes
(same model) simultaneously. Note that in order for a setting to
lake: efecl, device musl be rebooled dller confligure

The Qu ck Config feature allows configuration on multiple nodes
{same model) simultaneously. Mote that in order for a seiting to
lake eMecl, device must be reboeled aller confligure

REBOCT LIST
STEP 2: SET ITEM

[ 192.168.1.20

Parameter Operating Mode -

. 11.Click Reboot to reboot the device(s).
9. Click Next to proceed to the Reboot List screen or Back
to return to the previous step.

F |
EZ Quick Config e ]

The Qu ck Config feature allows configuration on multiple nodes
{same model) simultaneously. Mote that in order for a seiting to
lake eMecl, device must be reboeled aller confligure

STATUS

192,168.1.20
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3.17 Configure Node

Network nodes discovered by EZ Controller Network Manage- General Screen
ment Software can be configured using the Configurator.

To use the Configurator do the following: The General screen shows the general parameters of the node
to be set, such as operating mode, WAN, LAN, DHCP, etc.
1. Right click on a network node on a map to show the con-

text menu. EZ EAP350 Configurator ==

AP Configurator - EAP350

MENU ‘ General

92 0
m @ . _—
Wireless Operating Country RIS =

Operating Mode oint Change

@ DHCP © Statc

192.168.1.1

0.0.0.0

0.0.0.0

2. Click configure AP to show the AP Configurator dialog.

’ Note:
» Only basic configuration can be done via the AP Configurator.

For more advanced configuration, the user is required to
launch the Web GUI configuration page of the device. The v ch the web-based config p
Web config page can be launched via the popup menu, as
illustrated by the previous image.
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Wireless Screen

The Wireless screen shows the wireless parameters of the
device to be set. To configure the security settings for the wire-
less profile click Edit.

-
EZ EAP350 Configurator

AP Configurator - EAP350
Wireless Settings

Cwew

General

Radio Seiting
Operation Mode Access Point

Radio Mode
Channel HT Mode
Extension Channel

Channel

Current Profiles

Profile Enable  Action

EAP350_test WP ived (B... [ Edit
EnGeniusBCO7... None

Edit

Edit

=]
EnGeniusBCO7... Mone ‘
7

EnGeniusBCO7... Mone

Edit

Reboot
* The device would reboot autorm: he aperation mode is changed
* Please reboot the device after con

* For more advanced setting, ple;
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WIRELESS SCREEN
Wireless > Security Screen

The Wireless Security screen shows the security parameter
options available for a device. The security mode levels avail-
able are WEP, WPA and WPA2. WEP is the oldest protocol and
provides the least protection while WPA and WPA2 are newer
and provide greater protection.

It is recommended that WPA2 be selected as the security
mode.

[S52)

EZ EAP3350 Configurator

AP Configurator - EAP350

MENU AP

Wireless Security Seiting

3600

General

Security Mode

Encryption

ssphrase

Group Key Update Interval sec|

Save Back
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Click Back to return to the Wireless screen.
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Appendix A

A.1 Community Name Setting for Security

EZ Controller Network Management Software can not access a
network node unit if the community name of the node unit and
the NMS are identical.

Default Community Name

Read Only: public

Broadcas! Seling

Read/Write: private

The broadcas] configurations for the scan

SHMP () Enable () Disabla

Contact bnfn@e;_anu;ls cam

Location |office

\(Community Name (Read Cniy) | public

Community Name (ReagWrite) prrvate

Trap Destination Address Figure A-2: NMS > Settings > Scan
Trap Destination Community Name

Figure A-1: Web page-SNMP settings

A-1
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SHME Fmotocol Preferancos >< |

SNMP prolocol verson
) SNMPY1 (%) SNMPy2e Y SNMPY3
General Get-Bulk s=tings
| Read community [4] Use GetBulk
i'm ""] 'El_l Mo repeatess
ey
Timeouls] |5 HEE Soli i
[T— 4 | :
Frreeey ||

Lioad uset pooles Eo wig
[ 4 1o agent profiiss [ ok | [ cawa |

Figure A-3: MIB browser-Preferences

A-2

COMMUNITY NAME SETTING FOR SECURITY



APPENDIX B

Appendix B

B.1 WorldWide Technical Support

WORLDWIDE TECHNICAL SUPPORT

REGION/COUNTRY OF PURCHASE SERVICE CENTRE SERVICE INFORMATION
CANADA web site www.engeniuscanada.com
email rma@engeniuscanada.com

Canada Toll Free: (+1) 888-397-2788
contact numbers Local: (+1) 905-940-8181
hours of operation Monday - Friday
P 9:00AM to 5:30PM EST (GMT-5)
LOS ANGELES, USA web site www.engeniustech.com
email support@engeniustech.com
USA Toll Free: (+1) 888-735-7888
contact numbers Local: (+1) 714-432-8668
hours of operation Monday - Friday
P 8:00 AM to 4:30 PM PST (GMT-8)
Mexico, Central and Southern America MIAMI, USA web site [ES] es.engen!ustech.com
[PT] pg.engeniustech.com
email miamisupport@engeniustech.com
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WORLDWIDE TECHNICAL SUPPORT

REGION/COUNTRY OF PURCHASE

SERVICE CENTRE

contact numbers

hours of operation

SERVICE INFORMATION

Miami: (+1) 305-887-7378
Sao Paulo, Brazil: (+55)11-3957-0303
D.F., Mexico:(+52)55-1163-8894

Monday - Friday
8:00 AM to 5:30PM EST (GMT-5)

NETHERLANDS web site www.engeniusnetworks.eu

email support@engeniusnetworks.eu

Europe contact numbers (+31) 40-8200-887
. Monday - Friday

hours of operation 9:00 AM - 5:00 PM (GMT+1)
Africa DUBAI, UAE web site www.engenius-me.com
Middle East i it .
Russia emai support@engenius-me.com

CIS / Armenia, Azerbaijan, Belarus,
Georgia, Kazakhstan, Kyrgyzstan,
Moldova, Tajikistan,

Turkmenistan, Ukraine,

Uzbekistan

Turkey

Afghanistan

Pakistan

Bangladesh, Maldives,

Nepal, Bhutan, Sri Lanka

contact numbers

hours of operation

Toll Free:

U.A.E.: 800-EnGenius
800-364-364-87
General:

(+971) 4357-5599

Sunday - Thursday
9:00 AM - 6:00 PM (GMT+4)
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WORLDWIDE TECHNICAL SUPPORT

REGION/COUNTRY OF PURCHASE

SERVICE CENTRE

SERVICE INFORMATION

Singapore, Cambodia, SINGAPORE web site www.engeniustech.com.sg/e_warranty_form
Indonesia, Malaysia, . .
Thailand, Philippines, email techsupport@engeniustech.com.sg
Vietnam contact numbers Toll Free:
China, Hong Kong, Korea Singapore: 1800-364-3648
India
South Africa . Monday - Friday
Oceania hours of operation 9:00 AM - 6:00 PM (GMT+8)
TAIWAN, R.O.C. web site www.engeniusnetworks.com
Others
email technology@senao.com
Note:

* Service hours are based on the local time of the service center.

* Please visit the website for the latest information about customer service.

B-3



	table of contents
	Installing and Uninstalling
	1.1 Install EZ Controller
	Step 1: Introduction
	Step 2: License Agreement
	Step 3: Choose Install Folder
	Step 4: Choose Shortcut Folder
	Step 5: Pre-Installation Summary
	Step 6: Installing
	Step 7: Install Complete

	1.2 Uninstall EZ Controller
	Step 1: Introduction
	Step 2: Uninstalling
	Step 3: Uninstall Complete


	Software Layout
	2.1 Software Layout
	Map Panel
	Statistics Panel
	Device Panel
	User Panel


	Feature List
	3.1 First Time Login
	3.2 Logging Out
	3.3 User Accounts
	Viewing the User List
	Creating a User Account
	Editing a User Account
	Delete a User Account

	3.4 Network Discovery
	3.5 MAP Tab
	Background Image
	Transparency
	Map Zoom
	Map Scale
	Create New Map
	Node Labels
	Node Details
	Node Coverage

	3.6 Nodes Properties
	3.7 Block Node
	3.8 Import/Export Profile
	3.9 STATS Tab
	3.10 DEVICE Tab
	3.11 USER Tab
	3.12 Block User
	3.13 Unblock User
	3.14 Node Reboot
	3.15 Node Firmware Upgrade
	3.16 Quick Config
	3.17 Configure Node
	General Screen
	Wireless Screen
	Wireless > Security Screen


	Appendix A
	A.1 Community Name Setting for Security

	Appendix B
	B.1 WorldWide Technical Support




