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This document provides guidelines and procedures for installing and

operating ezMaster.
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Before You Begin

For ezMaster to manage an AP or switch, the device must be able to communicate with the
ezMaster server. Make sure that the ezMaster server, EWS AP and EWS switch can all be reachable

via HTTP/HTTPS from outside your internal network.

System Requirements

Recommended environment for managing up to 500 APs

CPU: Intel i3 3.6GHz dual core or above
RAM: 4GB minimum
HDD: 500GB (actual requirement depending on log size)

0OS: Microsoft Windows 7 or later + VirtualBox 4.3.30 (or similar virtualization products)

Recommended environment for managing up to 1000 APs

CPU: Intel i5 3.2GHz quad core or above
RAM: 4GB minimum
HDD: 500GB (actual requirement depending on log size)

OS: Microsoft Windows 7 or later + VirtualBox 4.3.30 (or similar virtualization products)

Browser Requirements

Internet Explorer 10 or better
Firefox 34.0 or better
Chrome 31.0 or better

Safari 8.0 or better

Network Topology Requirements

At sites where APs are deployed: a DHCP enabled network for APs to obtain IP address



Firewall Configuration

Depending on how your network is designed, you may need to open ports on your firewall.

The following outbound ports MUST be opened in the firewall at the site where the ezMaster

server is located in order for ezMaster to register with the ezReg server.

Port Description
TCP 80 HTTP port, ezReg communication
UDP 53 DNS port, ezReg communication

The following inbound ports MUST be opened in the firewall at the site where the ezMaster server

is located in order for remote access points to communicate with the ezMaster server.

Port Description

UDP 1234 Custom port, CAPWAP protocol

TCP 80 (default) HTTP port, Captive Portal, port can be defined by user

The following outbound ports MUST be opened in the firewall at the remote site where the

AP/switch is deployed in order to communicate with ezMaster.

Port Description

UDP 1234 Custom port, CAPWAP protocol
TCP 80 HTTP port, ezReg communication
UDP 53 DNS port, ezReg communication

TCP 80 (default) HTTP port, Captive Portal, port can be defined by user



ezMaster Image Installation Instructions

The instructions below will guide you through the process of installing ezMaster VM.

I. Getting a Virtualization Product

ezMaster VM is distributed as an Open Virtualization Appliance (OVA) which should be compatible
with these virtual machine products.

® VirtualBox (v4.3.30 recommended*)

® VMWare
Note: At the time of release, VirtualBox v5.0.6 (latest version) has known issues with bridging NICs:

https://www.virtualbox.org/ticket/14558. We recommend using v4.3.30.

Il. Getting the ezMaster Virtual Machine Image

The ezMaster VM file can be downloaded at EnGenius’ website. Due to the size, it may take some

time to download.

lll. Importing the ezMaster VM Image

Each virtualization product has different methods for using a VM appliance. The tested methods are

as below. Procedures for launching ezMaster on other virtualization products are similar.


https://www.virtualbox.org/ticket/14558

Launching the ezMaster VM image using VMware Workstation Player 12

1. Start VMware® Workstation Player and click on “Open a Virtual Machine”.

"3 VMware Workstation 12 Player (Non-commercial use oaly) i =10l x|

Player o - -

Welcome to VMware

Workstation 12 Player

# Create a New Virtual Machine
3
o

Create a new virtual machine, which wil then be added to
the top of your lbrary.

Open a Virtual Machine

Open an existing virtual machine, which will then be added
to the top of your lbrary.

Upgrade to VMware Workstation Pro

—
y Get advanced features such as snapshots, virtual network
management, and more.

Help
View onine hep,

This product is not icensed and is authorized for non-
% commercial use only, For commercial use, purchase a
Icense. Buy now,

2. Locate and select the ezMaster VM image file (.ova), then press “Import".

Import Yirtual Machine ) 5]

Store the new Virtual Machine

Provide a name and local storage path for the new
virtual machine.

Name for the new virtual machine:

|ezM_Re|_2G_vo.9. 23]

Storage path for the new virtual machine:

IC: \Users\101654\Documents|\Virtual Machines\ez Browse... I

__re | [_imoot ]| conce

When importing the .ova file, you may see this error:

The import failed because .ova did not pass the OVF specification conformance or virtual
hardware compliance checks.

If you see this error, click Retry with lower specifications to relax the specification and start the

import.

¥Mware Workstation 12 Player B $|

4™\  Theimport failed because C:\Users\101654\Desktop\ezMaster
(9" \ezM_Rel_2G_v0.9.23.0va did not pass OVF specification
— conformance or virtual hardware compliance checks.

Click Retry to relax OVF specification and virtual hardware
compliance checks and try the import again, or dick Cancel to cancel
the import. If you retry the import, you might not be able to use
the virtual machine in VMware Player.

™ Do not show this message again

o




3. The VM should now be visible in the list. Click on "Edit virtual machine settings".

ezM_Rel_2G_v0.9.23

State: Powered Off
08: Other
Version: Workstation 1.0 virtual machine
RAM: 2G8

Under the Hardware tab, click on Network Adapter and select Bridged: Connect directly to the
physical network.

Virtual Machine Settings

x|
Hardware | options |
Device. Summary Device status
K Memory 168 I~ | Connected

[ Processors 1 ¥ Connect at power on

[ Bridged: Connected drectly to the physical network
I Repicate physical network connection state
cuvnwemom]
€ NAT: Used to share the host's IP address
€ Host-only: A private network shared with the host
€ Custom: Spedific virtual network

€ LAN segment:
[ =
LAN Segments... | Advanced...

% Add... Remove

If your PC has more than one network adapter, click on Configure Adapters and choose the
network adapter that your computer uses to connect to the Internet (WAN). Choose only one
wired LAN adapter. DO NOT select a Wireless LAN adapter or other virtual adapters.

Virtual Machine Settings ol

x

X

Select the host network adapter(s) you want to

automatically bridge: L | Dlimm

¥ el 6257900 Ggabit Netvork Comnector] ¥ Canect atpower on

I™ Microsoft Virtual WiFi Miniport Adapter 23 [~ Network connection

™ Migrosoft Virtual WiFi Miniport Adapter 24 (% Bridged: Connected drectly to the physical network

_ — =

ok | cocd | o |

€ NAT: Used to share the host's IP a0are
€ Host-only: A private network shared with the host
€ Cystom: Spedific virtual network

€ LAN segment:
[ Iz
LAN Segments... | Adyanced...




4. Click on OK to save and apply settings.

5. After setting up your network adapter, press “Play Virtual Machine” to launch the ezMaster

image.
I/

Player « | e i

Y ezM_Rel_26_v0.9.23

ezM_Rel_2G_v0.9.23

State: Powered Off
0S: Other
Version: Workstation 11.0 virtual machine
RAM: 2 GB

I P> Play virtual machine I

11] Edit virtual machine settings




Launching the ezMaster VM image using VirtualBox

1. Download and install VirtualBox 4.3.30 for Windows.
https://www.virtualbox.org/wiki/Download Old Builds 4 3

O] B2 “ (3 Dovlowl OU_Bus 43 X

Download VirtualBox (Old Builds): VirtualBox 4.3

The Extension Packs in this section are released under the VirtualBox Personal Use and Evaluation License. All other binaries are

About released under the terms of the GPL version 2. By downloading, you agree to the terms and conditions of the respective license.
Screenshots e 4.3 SDK (4.3.30)
Downloads « VirtualBox 4 0 (released Qth 2015)
= Windows hosts =»x86/AMD64
Documentation — T S T T
End-user docs = Solaris and OpenSolaris hosts ~*AMD64
+ Linux Hosts:
Technical docs. Libuntiy 13 04 ("Rarina Rinatail") /13 10 ("Saucy der) £ 14 04 ("Trusty Tahe) £ 14 10 ("L itonic

2. Start VirtualBox and click on File > Import Appliance...

0 walB anag 9 [=] 3
File | Machine Help

Virtual Media ... CtlD

[ Detits (@ Snapshots

Export Appliance... Ctl+E

& Proferamces... CtlG Welcome to VirtualBox!
2 The left part of this window is a list of all virtual machines on your computer. The list is empty now

7 Exit CQ because you haven't created any virtual machines yet.

In onder o creats & new virtual machine, press the Hew butionin £
the main ool bar located at the top of the window.

You can press the F1 key to get mstant help, or visit

3. Locate and select ezMaster image, select the “Reinitialize the MAC address of all network cards”
checkbox, then click on Import.

2%
Apple 1o import
[CUsers\101654DeskioptezMasterezM_Rel 2G_v0 9 23.0va i gl I
Applisnce settings
n e l‘. . I
Virtual System 1
€3 Neme vm_1
@ Description ezMaster release version 09.23
-3 GuestOS Type Debian (32-bit)
CPU 1
@ RaM 2048 MB
(7 USB Controller
- @P Network Adapter [#1PCret-PCI 1T (Am79CI704)
£ ¢ Hand Disk Controller (SCST) LsiLogic
Virtual Disk Image CUsers\101654\VirtuslBox VMswim_1\ezM_Rel_2G_v0.9.23-diskl vmdk
| Reinitislize the MAC addressof ol network cards |
Show Decription | Restore Defoults| < Bick | Cancel



https://www.virtualbox.org/wiki/Download_Old_Builds_4_3

4. Click on Network.

o
Filo Machie Help
@ PV
New Settngs Stnt Dirard
/&l General -
Nome

vm_l
Operating System: Debian (32-bit)
(3] System

Base Memory: 2048 MB

BootOnder  Floppy, CDVDVD, Haxd Disk
Accelenstion:  PAENX

(=) Display
Video Memory: 12MB
Remote Deskiop Server:  Disabled
Vadeo Capture Dissbled
2 Storage
Controller: SCSI Controller
SCSI Port 0 ezM_Rel_26_v09 23-dssk! vmdk (Normal, 20.00 GB)

{4 Awdio i
Dusabled
Adapter 1:  PCaet-PCIII (Bridged Adapter, Intel(R) Centrino(R) Wareless-N 2200)

& UsB .~

5. From the drop-down box, select the network adapter that your computer uses to connect to the
Internet (WAN). DO NOT select a Wireless LAN adapter or other virtual adapters. Click on OK to

continue.
21
S| Generl Network
& Sysem
@ Dioky Adoper] | Adapwr2 | Adepier3 | Adepierd |
B sone [ Ensble Network Adepter
B Auo Atisched 1o: [Brdged Adsper
@ Netvork Neae: iR I
(5 Serial Ports © Advenced
& usB
(@ Shared Folders
ok || comel Help

6. Click on the Start button to launch the ezMaster image.

%) Oracle VM VirtualBox Manager =101 x|

& Genenl = Preview =
Name: vm_|

Opensting System: Debin (32-5)

3] System

Buse Memory. 2048 M

B
BootOsder.  Floppy, CD/DVD, Hend Disk
Acceention.  PAEATX

) Display

Vadeo Memory: 12MB
Remote Desktop Server  Disabled
Video Captuse: Disabled
) Sworage

Controller: SCSI Controller
SCS1 Port0: 2M_Rel 26_v0.9 23-disk1 vindk (Normal, 20,00 GB)

3 Audio &
Dusabled

&) Metwork

Adsper 1. PCret-PCI I (Brid ged Adapter, Intel(R) 82579LM Gigabit Network Connection)

& usB =




IV. Setting up ezMaster Server

1. After launching the image, once the installation script finishes running, you will be prompted to

enter login and password for ezMaster. For login enter admin, for the password enter password.

-loix]

Machine View Devices Help

Qos e [©) RightCtrl

2. Once the ezmaster# command prompt appears, start entering network settings for your

ezMaster server.

@ vm_1 [Running] - Oracle YM VirtualBox

Machine View Devices Help

Qeo@ia (eJRightCtl

(Tip: Use Network Adapter Properties to check the info of your network adapter.)



x|
R FRERID):
AT - | {& -
SRERIFTE DNS 58 $ENA0.COM
bi::pa Intel(R) 82579LM Gigabit Network Ci
=3 AR 3C-97-0E-85-12-0F
DHCP B =
DR } >LAN adapter IP
v4 & 255255 > Netmask
ER{gis 2015108148 T4 06:13:11
#£9%)E8 2015108158 T4 06:13:11
vd 1837 3 10,0.92 254} > Gateway
IPv4 DHCP {5]AR &% 10.092.240
IPv4 DNS {S]AR2%  10.0.92.240] > DNS Server
10.0.200.182
IPv4 WINS {5)fR3% 10.092.240
NetBIOS over Tepip B... 2
SHES-A4E IPvE (Ut feB80::¢9a:1778:1888:7161%1 1 o
IPv6 TR RAE =
;v] ~ W aves Jes 00 OO0 I ﬂJ

a) Enter ezMaster Server IP and Netmask:

config ip eth0 10.0.92.70 255.255.255.0
(eg. LAN Adapter IP is 10.0.92.69 so an unused IP Address 10.0.92.70 is chosen to be used as

ezMaster's server IP address)

b) Enter ezMaster Server gateway:
config gateway 10.0.92.254

c) Enter ezMaster DNS Server:
config dns 10.0.92.240

You have completed installing ezMaster. Open a web browser and type the IP address of the

ezMaster server. Once the log in screen appears, enter the username (admin) and password

(password) to log in.

EnGenius®




V. Registering ezMaster to the ezReg Server

In order to manage remote device using ezMaster, you must first register ezMaster to the

ezRegistration server. You may skip this section if you are managing only local devices or if you are

manually redirecting each AP to ezMaster.

1. Inthe ezMaster user interface, click on the ‘Global Settings’ menu.

2. Under “Admin Account’, fill in the fields and click Apply to register your ezMaster to the ezReg

server. Take note that a valid email address is required for you to unregister your devices in the

event of ezMaster server failure.

®» @ ® ®

=

@ admin v EnGenius®

B System
Event Log
Client Log
Email Alert
Remote Logging
Backup/Restore ezMaster

Reset/Reboot ezMaster

B Wireless
Background Scanning

Auto Tx Power

B Diagnostic

Connectivity Test

B Software Upgrade
Update ezMaster

One-click Update

Admin Account

Password ecscscce
Verify Password: eoesccce
Full Name: | John Smith
Country Taiwan EI
Email Address: =~ john.smith@senao.com
Company Name: = Senao Networks
Phone Number: =~ 0911223344

Server Name: ezM-Senao

HQ ezMaster

Description

Note: A valid email address is required to manage your
devices in the event of ezMaster server failure

Apply



Getting Started with ezMaster

Before ezMaster is able to manage a Neutron device, the access point/switch must be running with
the required firmware version. All Neutron devices will need to be running firmware version ¢1.6.x

or later. Refer to the AP/switch user manual for detailed instructions on firmware upgrading.

Adding Devices to ezMaster Device Inventory

Before managing a remote AP/switch, you must first bind the AP to ezMaster's Device Inventory by

‘registering’ the device.

1. Once ezMaster has been registered with the ezRegistration server, you can start registering

your APs and adding them to ezMaster’s device inventory by clicking on the ‘Device Inventory’

icon.

2. Next, click on the ‘Add Device’ button.

®» @ ® ®

Device Registration

| i Remove H Generate List ‘

MAC Address  * Chec

3. Enter the MAC Address, Check Code and Description of the device you want to register using a
semi-colon (;) to separate each field. eg. MAC Address;Check Code;Description
To register more than one device at the same time, enter the information of one device per row

by pressing Enter. Click the ‘Register’ button once you are done.

Device Registration

Enter registration information for one or more devices (one per fow) using the following format MAC Address;Check Code;Description
For example.

88:DC:96:11:11:11;a017fd1;Lobby AP

88:DC:96:22:22:22;bccaf558;Main Office AP




Note: The ‘check code’ of the AP can be found on either the device label at the bottom of the AP.
If not, access the AP's user interface and find it under the Management > Controller Settings.
Contact your local dealer if you are having problems locating the check code.

o

I\ EnGenius’ oz vame Ews3sosp |

L
C€0560Q @ M
Fe==a 7 i

| IC10103A-EAP1750H VadeinTawn  UsOR |

Controller Settings

Controller Address(Auto detection if leave empty) Test
Connection Status Connect to 210.65.11.169
Registration Check Code a0c17fd1 |

4. The message below will be displayed upon successfully claiming an AP. Click on "OK" to proceed.

Message

Device registration successfully!

5. The registered AP will be listed in your Device Inventory.

New Device Inventory
CO—
[m] MAC Address * Check Code Description
m] 88.DC:96.01:98:35 12345678 Office 10F

10 : Shawing 110 1 of 1 Device(s) Previous 1 Next




Managing Neutron Devices using ezMaster

1. Make sure that your Neutron device is connected to a network with a DHCP server and can

access the Internet.

2. Click on the “Project” icon to create a new project. A ‘Project’ is similar to a ‘profile’ which can

be used to classify/represent different sites or floors of your deployment.

3. Click on “Create New Project” and enter a project name and description. Click on Apply when

you are done.

B New Project
m Project Name
i e

ntly Opened Projects

Projects
Description

4. You'll be automatically redirected to the ‘Pending Approval’ list after successfully creating a
profile. The ‘Pending Approval’ list will display a list of AP/switches in your local network (same

network as ezMaster) and also remote AP/switches claimed by ezMaster.

R Device demo > Device Config
Access Point s
# Add
Switch [ 0|
o Device Type * Model Name MAC Address Device Name IP Address Firmware Version
Pending Approval 4 —
m} AP EWS310AP 88:0C:96:01:98:95 EWS310AP 10.0.92.37 Vv2.0.191-¢1.4.12
o AP EWS310AP 88:DC:96:21:FF F3 10F_B 192.168.1.1 v20.1821.48
o Switch EWS5912FP 88:0C 96:10FEST EWS5912FP 10.0.92.25 v1.05.13c1.4.12
(m] Switch EWS5912FP 00:13:32:33:88:86 EWS5912FP 10.0.92.70 v1.05.10-c1.4.2

7019] 1104 of 4 Device(s) Previou 1

5. Select the AP(s) you wish to add to your profile by selecting the checkbox and click on the “Add”
button.

demo > Device Config

‘7 # Add ‘
O Device Type * Model Name MAC Address Device Name IP Address Firmware Version
1] AP EWS310AP 88:DC:96:01:9B:95 EWS310AP 10.0.92.37 v2.0.191c1.4.12
m} AP EWS310AP 88:DC:96:21:FF:F3 10F_B 192.168.1.1 v2.0.182c1.4.8
L] Switch EWS5912FP 88:DC:96:10:FE:57 EWS5912FP 10.0.92.25 v1.05.13c1.4.12
a Switch EWS5912FP 00:13:32:33:88:86 EWS5912FP 10.0.92.70 v1.05.10-c1.4.2




6. You'll be automatically redirected to the device page. Once the AP is online (green), to configure

your AP, click on the ‘Device Name’ link of your AP to bring up the configuration menu.

(i Remove Reboot ‘ 2

m] Status Model Name MAC Address  * Device Name WAN IP LAN IP Firmware Version Group =

O e Online EWS310AP 88:DC:96:01:9B:95 EWS310AP 10.0.92.37 10.0.92.37 v2.0.191-c1.4.12

@ ammin ~ EnGenius®

General Settings

@Remove || Reboot Device Name: ~ EWS3104P (1~32 characters)
o status Model Name
Administrator Usemame:  sdmin (1-12 characters)
i WS310AP
Onine i New Password (1~12 characters)
Oniine EWS310AP

— Verity Password:
80 [w] 1102 0f2 Device(s)
Auto Confguiaton @) pcp O Static

1P Address: 100851

SubnetMask 2
Oetaut Gateway: 1
Primary DNS Server: | 10085254
Seconcary DNS Server. 0000

Wireless Radio Settings
WLAN Settings - 2.4GHz
WLAN Settings - 5GHZ

Guest Network

Important: In order to manage an EWS Switch, the Controller State of the EWS Switch must be set
to “Disabled” in the EWS Switch web interface. A switch with Controller State “Enabled” will not be

discovered by ezMaster.

EnGenius®

EWS5912FP 8-Port Gigabit PoE+ L2 Wireless Management Switch witl

Summary

~—&

Controller | Switch

& Device Management Controller State

Summary
Status: () Enabled (@ Disabled

ezMaster Address:

Apply
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